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Abstract

Wireless sensor networks (WSNs) are composed of large number of small,
inexpensive devices, called sensor nodes, which are equipped with sensing,
processing, and communication capabilities. While traditional applications of
wireless sensor networks focused on periodic monitoring, the focus of more recent
applications is on fast and reliable identification of out-of-ordinary situations and
events. This new functionality of wireless sensor networks is known as event
detection. Due to the fact that collecting all sensor data centrally to perform event
detection is inefficient in many occasions, the new trend in event detection in
wireless sensor networks is to perform detection in the network.

Design of in-network event detection methods for wireless sensor networks is by no
means straightforward, as it needs to efficiently cope with various challenges and
concerns including unreliability, heterogeneity, adaptability, and resource
constraints. In this thesis, we tackle this problem by proposing fast, accurate, in-
network, and intelligent event detection methods using artificial intelligence (Al)
and machine learning (ML) approaches. To this end, the main objective of this thesis
is to analyze, investigate applicability, and optimize artificial intelligence (AI) and
machine learning (ML) methods for efficient, distributed, local and in-network event
detection in wireless sensor networks (WSNs). The main contributions of the thesis
can be summarized as:

e  Feature extraction and reduction in three datasets for event detection in
WSNs. We choose three datasets containing sensory data from real
experiments and find their most contributing features by employing expert
knowledge and quantitative analysis. These datasets have three levels of
difficulties i.e., easy: fire #1 (small number of event sources), medium: fire
#2 (medium number of event sources), and complex: activity (highly
overlapping dataset for activity recognition). The datasets are used for
validation of our proposed event detection techniques throughout the thesis.

e  Analysis and optimization of three supervised machine learning
approaches for event detection within two classification models. Machine
learning and artificial intelligence approaches are traditionally developed
for resource-rich computing devices and not for resource constrained sensor
nodes. Using them on sensor nodes, therefore, requires an optimization. To




this end, we optimize three machine learning approaches, i.e., feed forward
neural networks, decision tree, and naive Bayes classifiers to enable them
to be executed on sensor nodes. Consequently, we analyze their
applicability for fast and accurate event detection using two classification
models, i.e, local and fusion-based.

Proposing a new supervised machine learning technique for event
detection within two classification models. By combining self-organizing
maps (SOM) and K-means clustering algorithms, we propose a new
machine learning approach, called SOM K-means. Although SOM and K-
means algorithms are both unsupervised clustering techniques, the new
technique is a supervised learning technique. The SOM K-means is
computationally light, resource friendly and capable of being executed in
both local and fusion-based classification models.

Analysis and optimization of an unsupervised machine learning
approach for event detection. To enable in-network unsupervised event
detection, we optimize the well-known K-means algorithm to be faster and
less resource exhaustive and to be able to detect events without being
trained by label data in a training phase.

Analysis of practical implication of the proposed approaches and
providing footprints. To analyze practical implications of our event
detection techniques, we use two concepts, i.e., theoretical analysis and
implementation footprints. The theoretical analysis includes provision of
time and space complexity calculation in terms of big-O notation, while
analysis of implementation footprints includes analysis of code size,
execution time, and energy consumption footprints by direct
implementation on TelosB sensor nodes.
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Samenvatting

Draadloze sensornetwerken bestaan uit grote aantallen sensornodes. Dit zijn kleine,
goedkope apparaten die uitgerust zijn met sensoren, rekencapaciteit en een radio
voor het zenden en ontvangen van gegevens. Terwijl traditionele toepassingen van
draadloze sensornetwerken toegespitst zijn op het controleren van een omgeving
door periodieke metingen, ligt de focus van recentere toepassingen op snelle en
betrouwbare identificatic van afwijkende situaties en gebeurtenissen. Deze nieuwe
functionaliteit van draadloze sensornetwerken wordt beschreven met de term event
detection. Omdat het verzamelen van alle sensordata voor verdere verwerking op
een centraal punt in het netwerk in veel gevallen inefficiént is, is de nieuwe trend in
event detection om deze analyse in het netwerk zelf te doen.

Ontwerp van in-netwerk event detection-methodes voor draadloze sensornetwerken
is niet eenvoudig, aangezien het vraagt om een oplossing die efficiént omgaat met de
verschillende uitdagende kenmerken van draadloze sensornetwerken, zoals
onbetrouwbare hardware, heterogeniteit, flexibiliteit en beperkte middelen. In dit
proefschrift worden verschillende snelle, nauwkeurige en intelligente in-netwerk
event detection-methodes voorgesteld als aanpak voor dit probleem. Deze event
detection-methodes maken gebruik van technieken uit de kunstmatige intelligentie.
Het hoofddoel van dit proefschrift is het analyseren, het optimaliseren en het
onderzoeken van de toepasbaarheid van deze methodes voor efficiént en
gedistribueerd gebruik in in-netwerk event detection-methodes in draadloze
sensornetwerken. De belangrijkste bijdragen uit dit proefschrift worden als volgt
samengevat:

e Extractie van kenmerken uit en het reduceren van het aantal
kenmerken van datasets voor event detection in draadloze
sensornetwerken.

We kiezen drie datasets die sensordata van experimenten bevatten en
vinden de kenmerkende eigenschappen door gebruik te maken van
domeinkennis en kwantitatieve analyse. Deze datasets hebben drie
moeilijkheidsgraden, namelijk gemakkelijk (klein aantal sensoren),
gemiddeld (groter aantal sensoren en ingangskenmerken) en moeilijk
(dataset met moeilijk scheidbare klassen). De datasets worden gebruikt
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voor validatie van event detection-technieken die in dit proefschrift
geintroduceerd worden.

Analyse en optimalisatie van drie unsupervised machine learning-
technieken voor event detection binnen twee classificatiemodellen.
Technieken uit de machine learning en kunstmatige intelligentie zijn
oorspronkelijk ontwikkeld voor computers die veel rekencapaciteit
bezitten, en niet voor gelimiteerde apparaten zoals sensornodes. Om deze
technieken op sensornodes te gebruiken, is het noodzakelijk om het gebruik
van middelen van deze technieken te optimaliseren. We optimaliseren
hiervoor drie machine learning-technieken, namelijk feedforward neurale
netwerken, beslisbomen en naive Bayes classifiers. We analyseren de
toepasbaarheid van de algoritmes voor snelle en nauwkeurige event
detection, waarbij gebruik gemaakt wordt van twee classificatiemodellen,
namelijk een enkel- en een meervoudig classificatiemodel.

Voorstel voor een nieuwe supervised machine learning-techniek voor
event detection binnen twee classificatiemodellen. We stellen een nieuw
machine learning-algoritme genaamd SOM K-means voor dat het resultaat
is van het combineren van self-organizing maps (SOM) en K-means
clustering-algoritmes. Ondanks dat SOM en K-means beiden unsupervised
clustertechnieken zijn, is de nieuwe techniek een supervised techieck. SOM
K-means is licht in termen van rekencapaciteit, is zuinig in het gebruik en
kan zowel in enkel- als in meervoudige classificatiemodellen uitgevoerd
worden.

Analyse en optimalisatie van een machine learning-techniek zonder
supervisie voor event detection. Om unsupervised in-netwerk event
detection te kunnen doen, optimaliseren we het K-means-algoritme, zodat
het sneller, en met minder intensief gebruik van middelen, in staat is
gebeurtenissen te detecteren zonder getraind te hoeven worden met
gelabelde data.

Analyse van praktische implicaties van de voorgestelde benadering en
het bepalen van de implementatievoetafdruk van de applicatie. De
praktische implicaties van de voorgestelde event detection-technieken
analyseren we zowel theoretisch als aan de hand van de implementaties. De
theoretische analyse bestaat uit een beschrijving van tijd- en
geheugencomplexiteit met behulp van de Grote-O-notatie, terwijl de
bepaling van de implementatievoetafdruk bestaat uit een meting van de
grootte van de programmacode, executietijd en het energieverbruik van
implementaties van de algoritmes op TelosB nodes.
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Chapter 1

Introduction

A wise man's question contains half the answer.

Solomon Ibn Gabirol (1021-1058) Andalusian Hebrew poet and Jewish philosopher.
Abstract

Event detection is an emerging functionality of wireless sensor networks . Compared with
periodic monitoring, in which data is transmitted even when no change is observed, event
detection offers the possibility to be informed when and where events of interest occur.
Design of efficient in-network event detection methods for wireless sensor networks is by no
means straightforward, as it needs to efficiently cope with various challenges and concerns
including unreliability, heterogeneity, adaptability, and resource constraints. This thesis
tackles the problem of time critical event detection in wireless sensor networks by
proposing fast, accurate, in-network, and intelligent methods using artificial intelligence
(Al) and machine learning approaches. This chapter provides details on motivation,
challenges and concerns, research objectives and our contributions to the field of event
detection in wireless sensor networks.

1.1 Introduction

Wireless sensor networks (WSNs) are composed of large number of small, inexpensive
devices, called sensor nodes, which are equipped with sensing, processing, and
communication capabilities. WSNs are enabled by the convergence of several technologies
such as low-power microprocessors, sensor technology, and low-power RF design [1].
Wireless sensor networks are the next evolutionary development in various applications
including industrial automation, asset tracking, health care, and logistics [2]. Applications
of WSNs are analogous to any sentient organism in the way that they rely on sensor data
being collected from the physical world [2]. Generally speaking, there are three types of
data collections in WSNs [3]:

1. Continuous data collection: In this type of data collection, sensor data is collected
by sensor nodes and transmitted to a central point (also known as a base station)
periodically. This method of data collection is simple but does not always work
well when data collection rate is high. This is because transmitting all collected
data to a central point (i) is usually much slower than data collection, causing low




data resolution, (ii) can cause network traffic, data latency, and packet loss, and
(ii1) is a highly energy consuming task.

2. Query-driven: In this type of data collection, users (or sensor nodes) can make a
query to the network, upon which sensor nodes sense and send the required data
back to the user (or sensor nodes). Compared with continuous data collection,
query-driven data collection is more efficient in terms of energy consumption and
network traffic. However, as sensors only report upon receipt of an explicit request
from the users or other sensor nodes [4], this type of data collection is not very
adequate for applications interested in being notified when events with implicit,
complex, or unknown patterns occur.

3. Event-driven: In this type of data collection, sensor nodes only report their data
and/or trigger an alarm when an out-of-ordinary situation occur. By doing so,
compared with continuous and query-driven data collections, this type of data
collection not only saves considerable amount of data transmission and
consequently energy consumption but is also adequate for applications, whose data
exhibit implicit, complex, and unknown patterns.

Data collection is usually followed by data processing to turn the raw data into useful
information, upon which actuation and decision making processes can start. Generally
speaking, data processing occurs in one of the following locations in WSNss:

e  Base station: at which, the raw data gathered and transmitted is collected. The
base station is usually an interface between wireless sensor network and the
outside world and is commonly equipped with stronger computational power and
more resources compared with regular sensor nodes. Data processing at the base
station benefits from having more memory, processing, and energy sources but
may suffer from problems related to data transmissions such as network traffic,
latency and packet loss.

e [n-network: in which, raw data is processed on sensor nodes within the network
rather than in a base station. By doing so, network traffic, latency and possibility
of packet lost are reduced thanks to prevention of transmission of massive amount
of sensor data to the base station. Generally speaking, in-network data processing
can be conducted in two manners:

- Local: in which, only one sensor node is involved in the data processing
task.

- Distributed: in which, a group of sensor nodes are involved in the data
processing task. Consequently, sensor nodes should exchange some data.

The base station data processing has similar properties as ‘continuous’ data collection,
because in both methods raw data needs first to be transferred to a central point (base
station). Although query-driven and event-driven applications were traditionally based on
data processing at the base station, the new developments in these applications are moving




towards in-network data processing. Therefore, in this thesis we are, particularly, interested
in event-driven data collection which process data in-network both locally and
distributedly. Event detection is another term for event-driven data collection. Event
detection is an emerging functionality of wireless sensor networks, which compared with
periodic monitoring offers the possibility to be informed when and where events of interest
occur. By doing so, it had become an essential functionality in many WSN applications
such as volcano monitoring [5], healthcare [6], fire detection [7], and disaster management
[8]. We will delve more into details on event detection later in Chapter 2.

The rest of this chapter is organized as follows. Section 1.2 shortly introduces wireless
sensor networks and their characteristics. Data processing and event detection are discussed
in details in Section 1.3. Artificial intelligence and opportunities it offers for data
processing in wireless sensor networks are described in Section 1.4. Section 1.5 discusses
the research question we address in this thesis, while contributions of this thesis are listed in
Section 1.6. Lastly, Section 1.7 discusses organization of the thesis.

1.2 Wireless sensor networks

A wireless sensor network (WSN) is composed of a number of sensor nodes
communicating wirelessly and forming a network [9]. Each node has commonly the
following components [10]: (i) a processor as a microcontroller or CPU, (ii) multiple types
of sensors, (iii) RF transceiver with mostly one single omnidirectional antenna, (iv) a power
source (usually batteries), (v) memory, and (vi) storage. It can also accommodates different
types actuators. Figure 1.1 shows how a sensor node typically looks like.

Figure 1.1: A typical sensor node.

WSNs become known as the new frontier in gathering and processing data from remote
locations [11]. It is foreseen that in 10-15 years from now, the world will be completely
covered with WSNs while they are accessible via the Internet [10]. Then, WSNs can be




considered as the Internet’s physical body. WSNs enable numerous applications such as
environmental monitoring, medical and healthcare, and disaster management.

1.3 Data processing and event detection in WSNs

As mentioned in Section 1.1, event detection is a significant functionality of WSN, as it can
efficiently manage sensor data and alarm when events of interest occur. Generally, event
detection should be conducted on time, within a certain (pre-specified) timeframe.
However, the time restriction of event detection is application dependent. Generally
speaking, time constraints of event detection applications may be of time critical type or
best effort type.

e  Time critical: in which, a certain timeframe is defined, within which events should
be detected. In time critical event detection applications, detecting events after the
predefined timeframe may have calamitous consequences. Examples of this type
of time critical event detection applications are fire, flood, or any other disastrous
events detection.

e Best effort: in which, a certain timeframe is defined within which the event
detection technique makes it best effort to detect events. In the ‘best effort’ event
detection, delay in event detection does not usually have catastrophic
consequences. An example of best effort event detection applications is detecting
whether there is a ‘meeting’ in a conference room or detection of leakage in a
water pipe at home.

We have already defined event detection in WSNs and discussed some features of event
detection (e.g., time criticality), however, designing efficient in-network event detection
approaches for wireless sensor networks is by no means straightforward and poses variety
of challenges [12] including dealing with:

o Unreliability of sensor data: sensor data is well-known to be erroneous and
unreliable. Sources of the unreliability include (i) harsh environmental conditions
(e.g., high/low temperature, humidity), (ii) limited power source, (iii) wireless
communication, and (iv) cheap hardware components. Environmental conditions
(such as temperature and relative humidity) can affect operation of sensor nodes
and consequently lead to generation of faulty measurements. This type of
unreliability is usually inevitable as wireless sensor networks are designed to be
usually deployed in harsh and unattended environments. Batteries are the usual
power source of sensor nodes. Energy drain of sensor nodes can cause unreliability
in sensor node operation and generation of erroneous data. The known fact of
unreliability of wireless communication on the one hand, and the cheap sensors
used on wireless sensor nodes to keep the price low on the other hand, are two
other reasons for generation of erroneous sensor data. A possible solution to deal




with unreliability of sensor data is to include more sensor nodes in the process of
event detection. In this case, if one sensor node fails or generates unreliable and
faulty data, other sensor nodes can contribute to the event detection process and
compensate the failure.

Volume of data: if event detection is conducted in a base station, it needs to deal
with large volume of data as all sensor nodes send their sensor data for event
detection to a central point. If event detection is conducted in the network and on
sensor nodes, it needs to deal with smaller amount of data, however this data
contains less information about out-of-ordinary situations, which makes the
processes of event detection more difficult.

Complex event patterns: events usually exhibit a pattern, which is different from
normal data pattern. Event patterns may be simply definable (e.g., if temperature is
greater than 300°C then there is a fire), complex, or even unknown. In the latter
cases, data modeling, pattern recognition, and classification techniques are needed
to extract event patterns hidden in sensor data.

Heterogeneity and dynamicity of network: sensor networks are considered
heterogeneous as they may have different (i) type of sensor nodes possessing
different capabilities and resource constraints and (ii) type of sensors.
Environmental disturbances, mobility, and energy exhaustion are a few reasons
causing network dynamicity. An efficient event detection approach should be able
to handle both heterogeneity and dynamicity well.

Adaptability: an event detection approach should be adaptable to (i) various type
of events and (ii) context. Adaptability to different event types means that an event
detection approach should ideally be able to detect more than one event type. For
example, an event detection detecting fires should also be able to detect floods to
some extent. Adaptability to different context means that event detection
approach needs to cope with the change of deployment setup and location. A
possible solution to adaptability is to use proper type of algorithms that support
adaptability and only requires minor parameter changes (e.g., changing weights).
Locality of reference: events are local in terms of spatial location. This indicates
that an event only needs to be detected by sensor nodes experiencing the event and
being the neighborhood of event and not the entire network. Having locality of
reference makes the event detection approaches independent of network scale
because as the networks grows, the event detection still remains local among a
group of sensor nodes. However, the challenge here is to deal with common data
between sensor nodes which usually has a high degree of redundancy. The
possible solution to locality of reference is a fusion-based distributed approach, in
a way that each sensor node detects events alone (or locally) and send its results of
event detection to another sensor node for reaching a consensus.




Having mentioned the challenges of in-network event detection in wireless sensor
networks, there are also some concerns that should also be taken into account, when
such event detection approach is designed. These concerns include:

e Limitation in processing power of sensor nodes: processors in sensor nodes are
commonly limited to usually a microcontroller. Such a tiny processor is unable to
execute complex algorithms. Consequently, event detection algorithms should be
computationally inexpensive.

e Limitation in communication: data transmission in wireless sensor networks is
much more energy consuming than local data processing. Therefore, event
detection approaches should rely more on local data processing and less on data
exchange. If necessary to communicate, data communication needs to be kept at
minimal level.

e Real-time decision making: as mentioned earlier, in this thesis we focus on time
critical event detection applications. Therefore, despite of all limitations, event
detection technique should be responsive to events in a timely manner.

e Accuracy: event detection needs to be accurate to reduce false alarms. A possible
solution for accurate event detection is distributed data processing which breaks
the data processing task into several parts such that every part is processed by an
individual sensor node. Another possible solution is to use artificial intelligence
(Al) approaches. Al algorithms usually lead to higher accuracy because they
mimic natural process of thinking and decision making [13-16] (we will delve
more into this topic in Section 1.4).

This thesis tackles the problem of time critical event detection in WSNs by proposing fast,
in-network, intelligent methods taken from artificial intelligence (AI). The motivation
behind choosing Al techniques is that they are accurate and adaptable to multiple situations.
They also have the ability to learn from data, which makes them promising candidates for
data management and event detection in WSNs. We will delve into more details on
promises of Al in WSNs in the next section.

1.4 Artificial intelligence and wireless sensor networks

Artificial intelligence (Al) is “the science and engineering of making intelligent machines,
especially intelligent computer programs” [9]. Artificial intelligence is the fundamental
technology of today’s applications ranging from banking (in application such as fraud
detection in credit card systems, or portfolio selection for investing on financial projects) to
telephone systems (application such as speech detection to give appropriate piece of advice)
[17]. Although there exist a number of dedicated Al applications such as industrial robots,
or the INTELLIPATH [18] (pathology diagnosis system approved by the American
Medical Association and deployed in hundreds of hospitals worldwide), Al algorithms are
also widely used in more general purpose applications, databases, and environments to




make them friendlier, smarter, and more sensitive to user behavior and environmental
changes.

Artificial intelligence is an important topic because it not only has practical applications,
but also it touches the fundamental question of computer science: “Can a machine ever be
made to actually think?” [19, 20]. As an ultimate goal, artificial intelligence seeks the
ability towards a fully automate human thinking and reasoning [19, 20].

Al has already shown great promises in various WSN applications such as network routing
[12, 21-24], anomaly detection [25-28], and event detection [7, 8, 29-34]. Therefore,
integration of Al and WSNs is receiving more attention nowadays to make WSNs more
intelligent, robust, adaptable, and accurate.

Machine Learning (ML), is a branch of artificial intelligence that takes empirical data (such
as data from sensors) as input and generates a pattern [35]. A major focus of machine
learning research is the design of algorithms that recognize complex patterns and make
intelligent decisions based on input data [35, 36].

For the purpose of event detection in WSNs in presence of unreliable and heterogeneous
sensor data, we utilize ML and Al techniques to process data and detect event patterns.
Since ML is a branch of Al, sometime ML and Al are used interchangeably in this thesis.
Chapter 2 of this thesis covers more details on the motivation of using Al and ML
techniques in our event detection process.

1.5 Research objective

Challenges and concerns faced while designing an efficient event detection approach for
WSNs mostly stem from (i) resources limitation (i.e, in terms of processing power,
memory, and power), and (ii) application requirements that require event detection to be
fast, accurate, and adaptable. Consequently, a possible solution to address these challenges
and fulfill application requirements can be artificial intelligence based event detection
relying on in-network data processing. To this end, our research objective is:

To analysis, investigate applicability, and optimize artificial intelligence
(Al) methods for efficient, in-network local and distributed event
detection in wireless sensor networks (WSNs).

In the research objective, the term ‘efficiency’ relates to addressing limitations of WSNs
and fulfilling requirements of time critical event detection applications in terms of detection
time (in seconds) and detection accuracy. We approach the problem with proposing Al
algorithms that are executed in local and fusion-based distributed fashions. In the local
approach, events are detected on sensor nodes, while in fusion-based distributed approach
several sensor nodes executing local approaches in a spatially correlated area detect events




distributedly inside the network. The local approach is a foundation for the fusion-based
distributed approach because the distributed fusion-based approach consists of local
approaches. The fusion-based distributed event detection benefits from distributed systems
properties such as fault tolerability and higher detection accuracy. In the rest of this thesis
we use the term ‘fusion-based’ as a shorter term for ‘fusion-based distributed’. To gauge
performance of the proposed approaches, we use Matlab” simulation and implementation
on real sensor nodes. Several metrics such as time and space complexity (in terms of big-O
notation) as well as execution time and energy consumption on real sensor nodes will be
reported. These metrics give more insight about efficiency of the proposed approaches.

1.6 Thesis contributions
To achieve the research goals of this thesis, we provide the following contributions:

1- Feature extraction and reduction in three datasets for event detection in WSNs.
We choose three datasets containing sensory data from real experiments and find
their most contributing features by employing expert knowledge and quantitative
analysis. These datasets have three levels of difficulties i.e., easy: fire #1 (small
number of event sources), medium: fire #2 (medium number of event sources), and
complex: activity (highly overlapping dataset for activity recognition). The
datasets are used for validation of our proposed event detection techniques
throughout the thesis.

2-  Analysis and optimization of three supervised machine learning approaches for
event detection within two classification models. Machine learning and artificial
intelligence approaches are traditionally developed for resource-rich computing
devices and not for resource constrained sensor nodes. Using them on sensor
nodes, therefore, requires an optimization. To this end, we optimize three machine
learning approaches, i.e., feed forward neural networks, decision tree, and naive
Bayes classifiers to enable them to be executed on sensor nodes. Consequently, we
analyze their applicability for fast and accurate event detection using two
classification models, i.e, local and fusion-based.

3- Proposing a new supervised machine learning technique for event detection
within two classification models. By combining self-organizing maps (SOM) and
K-means clustering algorithms, we propose a new machine learning approach,
called SOM K-means. Although SOM and K-means algorithms are both
unsupervised clustering techniques, the new technique is a supervised learning
technique. The SOM K-means is computationally light, resource friendly and
capable of being executed in both local and fusion-based classification models.

4- Analysis and optimization of an unsupervised machine learning approach for
event detection. To enable in-network unsupervised event detection, we optimize
the well-known K-means algorithm to be faster and less resource exhaustive and to
be able to detect events without being trained by label data in a training phase.




5-  Analysis of practical implication of the proposed approaches and providing
Jfootprints. To analyze practical implications of our event detection techniques, we
use two concepts, i.e., theoretical analysis and implementation footprints. The
theoretical analysis includes provision of time and space complexity calculation in
terms of big-O notation, while analysis of implementation footprints includes
analysis of code size, execution time, and energy consumption footprints by direct
implementation on TelosB sensor nodes.

1.7 Thesis organization

The organization of the thesis is shown in Figure 1.2, which demonstrates the information
flow of the main research topics, the contributions and relationship among the chapters of
the thesis. Chapter 2 provides a technique-based taxonomy of current state-of-the-art on
event detection techniques used in WSNs. It also proposes a new direction for event
detection studies. Chapter 3 introduces and analyzes the datasets used in this thesis for
evaluation purposes. Chapter 4 presents our proposed supervised event detection
approaches while Chapter 5 presents our proposed unsupervised event detection approaches
for WSNs. Chapter 6 reports on practical implications of the proposed approaches, while
finally Chapter 7 concludes the thesis and highlights the lesson learned.

Chapter 1 Chapter 2 Chapter 3
Introduction Taxonomy and Guideline Data Analysis

Chapter 5 Chapter 6 Chapter 4

Unsupervised Learning o N Supervised Learning
) Real implementation "
Event Detection Event Detection

Chapter 7

Conclusion

Figure 1.2: Organization of the thesis.
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Chapter 2

Literature Survey and Taxonomy

The knowledge of anything, since all things have causes, is not acquired or complete unless
it is known by its causes.

Ibn Sina (Avicenna) (980-1037) Persian polymath.
Abstract:

Recently, WSN community has witnessed an application focus shift. Although, monitoring
was the initial application of wireless sensor networks, in-network data processing and
(near) real-time actuation capability have made wireless sensor networks suitable
candidate for event detection and alarming applications as well. Event detection is a new
topic in WSNs, and therefore, there are not many studies specifically focused on event
detection as a standalone topic. In this chapter, we first define what event detection is, then
report and classify previous studies which fit in our event detection definition based on
their underlying techniques, and discuss their important features. At the end of this chapter,
we analyze previous works to understand their shortcomings and propose a guideline and
future direction for event detection studies.

2.1 Introduction

An event, according to definitions, is a ‘considerable’ phenomenon that happens, or may
have happened [37-39]. Event detection is the process of detection of such a considerable
phenomenon. this thesis, we define events as rare out-of-ordinary occasions that exhibit
different patterns than normal patterns of data. Among all applications of event detection,
our focus is on event detection in wireless sensor networks. Event detection in wireless
sensor networks is an emerging domain and as such it is not well explored and not many
related work exist. This chapter presents a survey and taxonomy of existing event detection
approaches designed for WNSs.

Event detection functionality of WSNs has become an essential element for wide variety of
applications ranging from malfunctioning of a monitored machinery to biomedical health
monitoring. Instead of acquiring a complete view of sensory data over time and space,

" This chapter is partly published with the title, “Automatic Fire Detection: A Survey from Wireless
Sensor Network Perspective”. Technical Report TR-CTIT-08-73, 2008 [116].
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event detection functionality aims to indicate occurrence, probability of occurrence and/or
type of events that have already happened or are about to happen.

Event detection in WSNs is a rather new field of research and as such not many related
work can be found. The initial and simple idea of event detection is to use a threshold
value, using which an event is detected if value of sensor data exceeds the pre-defined
threshold. For example, ‘temperature >30° may indicate a fire event. The problem with
threshold-based event detection approaches is that they are not adequate for complex
situations. Therefore, the new trend in accurate event detection is to detect events in the
network using pattern recognition techniques, as generally events exhibit a pattern [8, 40-
43].

Designing event detection approaches for wireless sensor networks is by no means
straightforward, because sensor nodes are limited in their computational power, memory,
communication range, bandwidth and power source. Therefore, an ideal event detection
technique for WSNs needs to be energy efficient, fault tolerant and robust, resource
friendly, and adaptive to multiple event types and environment while it still can provide fast
and accurate event detection.

In basic event detection approaches, sensor nodes collect data and transfer them to a
resource-rich central point for further analysis and event detection. The problem with
processing the data centrally is the delay in event detection and low reliability caused by
network traffic, congestion, and packet loss [44]. In the new trend of in-network event
detection, data is processed by sensor nodes in the network. In this way, sensor nodes
immediately process data and if it is necessary (i.e. an event has happened or is about to
happen) sensor nodes trigger an alarm to the outside world to inform about the event [45,
46].

In this chapter, we first review a number of existing event detection techniques designed for
wireless sensor networks and present in Section 2.2 a taxonomy based on the techniques
utilized by them. Event detection techniques have a number of distinguishing features,
which need to be considered when studying them. These features, presented and discussed
in Section 2.3, are used to compare existing event detection techniques later on in Section
2.4 in order to identify a set of guidelines for designing optimal event detection techniques
in WSNs.

2.2 Taxonomy of event detection techniques for WSNs

We choose to categorize existing event detection approaches based on their underlying
techniques. As it can be seen in Figure 2.1, existing event detection techniques can be
classified into threshold-based, model-based, pattern matching-based, and Al-based
techniques. Models-based techniques may be based on arithmetic models, statistical models
or maps. Pattern matching-based techniques can be further classified into signature

12




matching and prototype matching. Al-based techniques can be divided into supervised
learning and unsupervised learning event detection approaches.

Event Detection
Techniques for
WALS

1 1
Threshold- Pattern
U I-
L
f 1
Arithmetic Supervised Unsupervised
Signiture — Models Learning Learning
Matching
Raptse g Fuz2y-based EM Algorithms
Prototype —
Matching
Statistical Neural X .
Models Network-based Fixed-width
Clustering
P Bayesian
Probabilistic

Figure 2.1: Taxonomy of event detection techniques for WSNs.

2.2.1 Threshold-based event detection techniques

Threshold-based event detection techniques in general use some if-then-else rules to check
whether the sensor values exceed specific predefined thresholds. Threshold-based event
detection approaches have the following properties: (i) are simple to implement, as they are
some if-then else rules, (ii) require an expert knowledge for setting the right threshold
values, and (iii) may not be accurate in complex situations as they are simple and model
events as linear functions.

C. T. Vu et al. [47] propose a threshold-based composite event detection technique, in
which an event is decomposed into a number of sub-events. An event is detected if all sub-
events occur (either simultaneously or sequentially). For example, an explosion event may
be composed of two sub-events, i.e., (i) a loud noise and (ii) heat. Therefore, explosion
event is detected if the two sub-events happen simultaneously. This study features
distributed processing for large scale networks and is evaluated in a simulation
environment. A threshold-based distributed event detection scheme for heterogeneous
sensor networks is proposed in [48]. The authors propose to aggregate data in two levels,
i.e., at parental nodes and at the sink in order to detect events. The study proposes a
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complete framework for collaborative event detection and the approach was implemented
by COMiS middleware [49]. A consensus-based threshold-based event detection scheme
for volcano monitoring is presented in [5]. The authors propose a complete framework for
monitoring volcano activities and then implement the approach on TMote Sky sensor node
[50]. The implemented approach was installed and evaluated for 19 days on Reventador,
i.e., an active volcano in Ecuador.

2.2.2 Model-based event detection

Model-based event detection techniques are techniques that model event phenomena in a
specific form such as mathematic formulas or maps. These models are usually proposed for
specific applications. Model based event detection approaches have the following
properties (i) can handle complex events, as they mainly represent a non-linear model of
events (ii) are typically application dependent and are inflexible towards other application
areas, (iii) need an expert to tune the parameter of the models, and (iv) are commonly
computationally intensive due to complexity of their models.

2.2.2.1 Arithmetic model-based techniques

Arithmetic model-based techniques utilize discrete or continuous mathematical models to
model events and to detect them according to how well data fits their predefined models.

M. Bager et al. [51] propose a voting graph neuron (VGN) algorithm to detect events
distributedly in large-scaled sensor networks. VGN algorithm is based on the distributed
cooperative problem solving concept that solves a problem by breaking it into smaller parts.
In this approach, event patterns are stored in a distributed graph over the network and then
events are detected by matching sensory data of each sensor node with a subset of the
graph. Their proposed approach was tested on how well pattern matching of shapes can be
performed in Matlab simulation environment. C. Zhang et al. [52] propose two novel
arithmetic model-based techniques to detect events locally by a sensor node. The
techniques rely on if-then-else decision making based on arithmetic operations that actually
check the data against event models to determine whether an event has happened. The
authors validate their event detection approaches in Castalia simulator [53] to detect “over
heat” events and compare their results with pure threshold-based event detection.

2.2.2.2 Map-based techniques

The concept behind map-based studies is that maps are prominent representation of the
physical world and its physical phenomena over space and time. Therefore, a map can be a
representative of the events as well and map processing can assist detecting incidents being
happening or have happened in an environment.

14




Khelil et al. [54] propose a distributed event detection technique based on MWM (Map-
based World Model), in which each sensor node creates a map of its environment and sends
this model to a sink for detection of environmental events. Authors show that the proposed
approach is able to detect events in a timely manner. M. Li et al. [55] propose a distributed
event detection approach based on creation of a 3D map and an aggregation method. The
authors argue that sensor nodes are located in a 3D environment and therefore can model
the 3D environment in form of a cubic map cell. These cubic map cells can then be
aggregated in a cluster head or sink to make a bigger cubic map cell of the entire monitored
surroundings. At the final stage of event detection process, the map from the whole
environment represents the event and event location. Isolines [56] is a map-based
aggregation technique for distributed event detection that takes advantage of the spatial
correlation of data. The approach groups sensor nodes that report similar readings into
some clusters (so called isocluster) represented by an area of the same value (color) on a
map. Maps are further aggregated to reach a consensus whether an event has occurred. The
authors evaluate their technique using synthetic data in a simulation environment.

2.2.2.3 Statistical model-based techniques

Statistical model-based methods look into data distribution or other statistical indices to
model and then detect events.

NED (Noise-Tolerant Event and Event Boundary Detection) [57] is an event detection
scheme that distributedly detect both events and event boundaries in WSNs. The approach
uses a moving average technique for noise effect reduction and a statistical method for
event and event boundary detection. The approach is evaluated in Matlab simulation
environment. An efficient in-network event detection algorithm is proposed in [58], which
uses statistical indices to detect events on the sensor nodes. Then, the result of event
detection of each individual sensor node is sent to the sink (or the cluster head) to make the
final judgment on occurrence of events. The authors show their approach is accurate, error
tolerant, and energy efficient in a simulation environment.

2.2.2.4 Probabilistic model-based techniques

Probabilistic model-based techniques utilize probability theory to model events and to
detect them if their occurrence is probable .

STED (Spatio-Temporal Event Detection) [59] is an in-network real-time event detection
scheme that detects events using a belief propagation technique. The approach is evaluated
by being implemented on TMote Sky sensor nodes in a small scale network as well as in a
simulation environment for a large scale network.

15




2.2.3 Pattern matching-based event detection

Pattern matching-based event detection methods define a data pattern for events and then an
event is detected if data pattern matches with event pattern. Pattern matching techniques
use some functions to investigate data pattern or trend and then decide about occurrence of
events. These techniques have the following properties: (i) usually can handle complex
events as they look for data pattern using a non-linear function (ii) are flexible and
adaptable to various applications, (iii) need an expert knowledge to tune the right
parameters of the approaches, and (iv) are mostly computationally intensive due to
complexity of the approach.

2.2.3.1 Prototype matching approaches

A prototype is usually a vector of numbers that are derived from features (or sensors).
Therefore, event data produce a different prototype than non-event data. Comparing and
matching data prototypes leads to detection of out of ordinary instances (events).

In [60] authors propose a distributed approach to detect events by making and comparing
the premade prototypes. In this study the event prototypes are made during a learning phase
and then by fusing individual sensor nodes decisions, events are detected. The approach is
implemented on ScatterWeb MSB-430 sensor nodes for a fence monitoring application.

2.2.3.2 Signature matching techniques

Signature of data can be created by converting data into a feature shrank domain. By having
event signatures, event data can then be discriminated from normal non-event data. The
difference between prototype matching and signature matching methods is mainly in use of
data conversion (in signature matching methods), that transforms data into other domains
such as frequency domain or symbolic domain.

In [61] authors propose a local event detection scheme that uses principal component
analysis (PCA) to get the signature of events. They then use a threshold to separate event
data from non-event data. Their approach is evaluated on MicaZ sensor nodes. M.
Zoumboulakis et al. [62] define complex events as “sets of data points that constitute a
pattern” and then detect events using symbolic aggregate approximation (SAX)
transformation. The idea is to transform data in symbolic space and then to find the shortest
distance between previously stored event patterns and incoming data to determine whether
incoming data is an event. The approach is a local approach and the authors evaluate the
technique in Matlab simulation. Another signature matching technique is proposed by F.
Martincic et al. that partition the whole network into cells and detect events by comparing
the cell’s signature with event’s signature [63]. Event signatures are 2D matrices storing
special-related values and event detection is the process of comparing the sensor node’s
data with event signatures. This approach is distributed and is evaluated in a TinyOS
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simulator environment using 2 x 2 and 5 x 5 sensor network topologies. Patrec [64] is a
signature matching event detection approach that extracts features from sensor nodes and
considers them as signatures. It employs different algorithms for distribution, classification,
and fusion of “fingerprints” or “signatures” of raw data sampled on each sensor. Euclidean
distance is used to match signatures. The shortest distance between an unclassified data and
a stored signature represents the maximum similarity. The results from sensor nodes are
sent to a base station for fusion. Authors propose various algorithms for combining decision
of different nodes. This approach is quantitatively tested in a small-scaled network on
geometric shape data.

2.2.4 Al-based techniques

Al-based event detection techniques use artificial intelligence-based methods (also known
as machine learning (ML)) to detect events. Al-based techniques are generally classified
into two classes, i.e., supervised and unsupervised. Supervised learning techniques use
labeled data for training, while unsupervised learning techniques require no labeled data or
a priori knowledge. Al-based methods are also pattern matching approaches as they look
for data pattern or trend usually using a nonlinear function. The most important advantage
of Al-based techniques is that they do not require expert knowledge to set the parameters of
the approaches. Therefore, an Al-based technique attunes its parameter by learning
automatically from data. These techniques are, in general, less computational intensive than
model-based (specially statistical) approaches [158]. Since events generally exhibit a
pattern [8, 40, 41], learning-based techniques appear to be quite promising for accurate
event detection in WSNs as they can learn data pattern without human intervention. The
new trend in data driven decision making systems (e.g., event detection in WSN5) is,
therefore, using of Al-based approaches [65].

2.2.4.1 Supervised learning

Supervised learning techniques strongly rely on presence of labeled data and require a
training phase.

2.2.4.1.1 Fuzzy-based techniques

EDA (Event-oriented Data Aggregation) is a distributed fuzzy-based event detection
approach that uses fuzzy engines to detect events [66]. This approach was implemented on
TelosB sensor nodes in an offshore test bed for ocean surveillance application. An event
detection approach using fuzzy credibility for distributed in-network event detection is
proposed by T. Kieu Xuan et al. [67]. The approach clusters the entire sensor network and
gives a credibility value to each cluster. The credibility value then represents the possibility
that an event occurs within each cluster. FED [68] is another event detection approach that
groups sensor nodes into clusters and detects events distributedly within each cluster. Each
sensor node detect events using a threshold-based approach to detect events locally. Then
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the results are sent to the cluster head, in which a fuzzy-based classifier is executed. This
approach targets both homogeneous and heterogeneous WSNs. A local event detection
scheme based on fuzzy logic decision making is presented in [69]. In this study, authors
investigate applicability of fuzzy logic for residential fire detection. The approach is mainly
designed to be executed on individual sensor nodes requiring no communication between
sensor nodes.

2.2.4.1.2 Neural network-based techniques

A distributed neural network based event detection approach is presented in [70]. This
study targets forest fire detection in WSNs by processing event detection to be performed at
the sensor node and cluster head both. On the sensor nodes, a threshold-based event
detection approach is executed, while in the cluster head a neural network based event
detection algorithm makes the final decision about occurrence of forest fires. This approach
is simulated for both small and large scale networks.

2.2.4.1.3 Bayesian methods techniques

An event detection technique using distributed Bayesian algorithm is presented in [71]. The
authors state that there are situations, in which faulty sensor nodes may exhibit unusual
patterns. Occurrence of these patterns is considered as an event. This approach is similar to
outlier detection in WSNSs. It is mainly designed for large-scale networks and is tested in an
simulation environment. M. Moradi et al. [72] present a fusion-based event detection
method based on Bayesian approach, in which a Kalman estimator is used to estimate
missing data. Events are then detected distributedly by Bayesian detection scheme. The
authors evaluate their approach in a simulation environment.

2.2.4.2 Unsupervised learning

Unlike supervised learning techniques, unsupervised learning techniques do not require
labeled data, training phase, and a priori knowledge about event patterns.

2.2.4.2.1 Fuzzy adaptive resonance theory (Fuzzy ART)

Adaptive Resonance Theory (ART) is a class of neural networks that performs clustering
task [73]. Fuzzy ART is integration of fuzzy logic into ART algorithm in order to augment
generalizability of ART algorithm. In [74] a fuzzy ART algorithm to detect unusual events
is proposed. The idea is to cluster data and those clusters, which have minimal population
are considered as events.

2.2.4.2.1 Fixed-width clustering

In [75] authors propose a fixed-width clustering technique for intrusion detection. The idea
of fixed width clustering is to cluster training data into a dynamic number of clusters in the
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training phase. Then, based on the population of clusters, a decision is made on which
cluster belongs to the intrusions. After the training phase, the data which is closer to
intrusion cluster is reported as intrusion attacks. Another fixed-width clustering technique is
proposed in [76]. The authors propose that single nodes cluster data and then in a sink (or
cluster head) these clusters get merged together to detect anomalous data. The approach is
implemented in C++ on Great Duck Island data (humidity, temperature and pressure sensor
data) for detecting anomalous data.

2.2.4.3 Other Al techniques potentially suitable for event detection in WSNs

In the previous subsections, we reviewed Al-based event detection techniques used in
existing studies. However, as one may notice, there are a number of other Al techniques,
which potentially can be used for event detection in WSNs and have not yet been explored.
These techniques include Averaged one-dependence estimators (AODE) [77], Artificial
neural network [78], Naive Bayes classifier [79], Bayesian network [80], Bayesian
knowledge base [81], Case-based reasoning [82], Decision trees [83], Inductive logic
programming [84], Gaussian process regression [85, 86], Group method of data handling
(GMDH) [87], Learning Automata [88], Learning Vector Quantization [89, 90], Lazy
learning [91], Instance-based learning [92], Nearest Neighbor Algorithm [93], Analogical
modeling [94], Symbolic machine learning algorithms [95], Support vector machines [96],
Random Forests [97], Ordinal classification [98], Regression analysis [99], and Information
fuzzy networks (IFN) [100, 101] for supervised learning based event detection and K-
means [102], Self-organizing map [103], Radial basis function network [104], Vector
Quantization [105], Generative topographic map [106], and Information bottleneck method
[107] for unsupervised learning event detection in WSNs. In this thesis, we explore
applicability of a number of these techniques.

2.3 Important features of event detection techniques

To make appropriate choices for designing event detection techniques for WSNs, a number
of issues need to be considered. The main issues relate to the location(s) where event
detection technique is executed, i.e., distributed vs. centralized, real-timeness, scale, and
type of sensor data used for the process of event detection, i.e., heterogeneous vs.
homogenous (Figure 2.2). Since event detection techniques vary in the way they address
these issues, we use these very features later on to compare the existing solutions.

2.3.1 Event detection processing model

Event detection processing model implies how sensor data used by event detection
technique is processed and at which location the event detection technique is executed.
Early studies of event detection in WSNs assume sensor data is collected in a central
location and events are detected offline. Coming about of more real-time applications of
WSNs has invalidated this assumption. Our focus, therefore, is not on this type of
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centralized event detection techniques. Two other processing models that have recently
been developed and used in WSN-based event detection techniques are (i) local and (ii)
distributed processing models.

A local processing model is a model employed by each and every individual sensor node.
This implies that local processing models do not accommodate communication between
sensor nodes. In this model, the sensor node is on its own to detect events without getting
information from other nodes.

In contrary, a distributed processing model is a model, in which events are detected through
information exchange between sensor nodes. The main idea of distributed processing
models is to conduct event detection process in the network by engaging more than one
sensor node.

We will show in Chapter 4 and Chapter 5 that although distributed processing models may
be more attractive, local processing models may be more suitable for small scale and static

(relatively unchanged) networks.
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Figure 2.2: Main distinguishing features of event detection techniques.

2.3.2 Scale

Existing event detection techniques address various network scales, i.e., (i) large scale, in
which up to thousands sensor nodes are used for event detection, (ii) small scale, in which a
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handful of sensor nodes participate in the event detection process, and (iii) a single sensor
node, in which the entire event detection process is performed only by one sensor node.

2.3.3 Sensor data

Events may be detected based on homogenous or heterogeneous sensor data. Designing
event detection techniques capable of handling heterogeneous sensor data is challenging, as
availability of more sensor data type increases data dimensionality and requires more
sophisticated event detection approaches.

2.3.4 Real-timeness

Real-timeness is a must in event detection approaches because events should be detected on
time. However, some event detection techniques are stronger in their real-timeness
guarantees than others by providing a faster event detection.

2.3.5 Evaluations of event detection technique

How event detection techniques are evaluated is quite important because it gives an insight
about feasibility of their implementation on wireless sensor nodes and consequently their
real applicability. Some studies report on implementation of their approach on sensor nodes
to show that their techniques are certainly feasible to be executed on sensor nodes. There
are very few studies that calculate computational cost and space complexity of their
techniques. Computation and space complexity calculation indicate how much resources
are required for execution of the event detection approach. Majority of existing studies,
however, rely on simulation results only and do not provide any real measurements and
indications on feasibility of implementation and real application of the proposed approach.

2.3.6 Density

Density is the number of sensor nodes in a region [44]. Although the network density has
an effect on quality of event detection, this parameter is usually ignored in event detection
studies. Authors usually discuss network scale but not network density. As the density is
not a factor that is commonly discussed is the previous works, we do not consider this
parameter further in this chapter.

2.4 Comparison of event detection techniques for WSNs and guidelines

Having discussed important features of event detection approaches, in this section we
summarize previous studies based on their underlying techniques and their important
features. Table 2.1 provides a comparative view on how previously mentioned event
detection techniques address the aforementioned important issues. We use this table to
highlight the shortcomings of the exiting techniques and to identify a set of guidelines for
designing optimal event detection techniques for WSNs.
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Table 2.1: A comparative view of existing event detection approaches designed for WSNs.

Technique Real- Process Evaluation Scale Network type
timeness model
5 2 3
o0 Bl | & |B Sl B2 |8
=] 5 s s g 80 = o 5]
5} < 2 Q = 5} = Q2 &0 £
215 |E[S |E |8 |3|z|8|¢8 |¢
A 2 g ) E E
[47] | Threshold-base v v v v
[48] Threshold-base v v v v
[5] Threshold-based v v v
[51] | Model-based v v v v
[64] Model-based v v v v
[54] Model-based v v v v
[55] Model-based v v v v v
[56] Model-based v v v v
[57] Model-based v v v
[58] Model-based v v v v v
[59] | Model-based v v v v v v
[60] Pattern-matching v v v v v
[61] | Pattern-matching v v v v
[62] Pattern-matching 4 v v v v
[63] Pattern-matching v v v v v
[64] | Pattern-matching v v v v
[66] | Al-based v v v
[67] | Al-based v v v v
[68] | Al-based v v v v v
[69] Al-based v v v v
[70] | Al-based v v v v v
[71] Al-based v v v
[72] Al-based v v v v v
[74] Al-based 4 v v v v
[75] | Al-based v v v v v
[76] Al-based v v v v
Table 2.2 presents a compact form of Table 2.1.
Table 2.2: Summary of event detection studies.
Technique Real- Process Evaluation Scale Network type
timeness model
g s | 2
2 A - -
15 |2|E |2 |E|F|2|E| &%
a0 |Z|° |E |&|"|g|“|¢8]¢
g & 2
a @ E S 2|2
Threshold-base v v v v v
Model-based v v v v v
Pattern-matching v v v v | v
Al-based v v v v v v
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Considering Table 2.1 and Table 2.2, we can generally summarize the shortcomings of the
existing techniques as the following:

- Event detection in WSNs is a rather new field of research and as such not many
related work can be found.

- Very few studies implement their approach on real sensor nodes. Authors mostly
simulated their approaches in simulation environments (e.g., MATLAB).

- Those studies which use simulation environments mostly provide no indication
(e.g. time and space complexity calculation) about feasibility and applicability of
their approach in real scenarios. To prove appropriateness of event detection
approaches for sensor nodes, some metrics are required to give insights about
resource intensity of the techniques. The metrics can be big-O calculation for
simulated studies, and time and energy consumption for real implementations.
However, majority of existing studies do not present such metrics.

- Al-based techniques are the most adaptable to network scales. It can be concluded
from Table 2.2 that Al-based techniques are able to be executed in both large and
small scale networks.

- As discussed earlier in Subsection 2.2.4, Al-based (or machine learning-based)
techniques appear to be the most promising techniques for adaptable and accurate
event detection. However, there are still not enough studies focusing on machine
learning techniques for event detection. There are more Al techniques (listed in
Subsection 2.2.4.3) that can potentially be utilized for various event detection
situations.

- Although unsupervised learning approaches do not inheritably need training phase,
the unsupervised learning approaches, proposed till now, still require a training
phase [74-76].

- There are very few event detection methods designed for heterogeneous networks.
Previous studies mainly address homogenous networks.

- In most of the previous studies the event detection technique itself is not the main
concern of the study. These papers present a complete framework for event
detection, which makes the event detection method less significant.

- Existing techniques are proposed for specific network size and scale and they are
mostly inadaptable to other scales. This statement can be concluded from Table
2.2 that threshold-based, model-based and pattern-matching approaches are mostly
designed for a specific network scale. Among different categories, Al-based
techniques are shown to be more adaptable to various network sizes. This also
indicates significance of Al-based approaches in adaptability.

All existing works have considered real-timeness as an important issue since an event
detection approach should be real-time to detect events promptly.
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Considering the aforementioned shortcomings, design of event detection methods can be
improved in the following directions:

- Having discussed advantages of Al-based event detection, studies should be more
towards Al-driven techniques.

- There is a need for studies which are mainly focused on event detection technique
itself to address explicit requirements of event detection in WSNs such as
accuracy, adaptability, and heterogeneity.

- Since WSNs are becoming more and more heterogeneous, event detection
techniques need to better support heterogeneous sensor data.

- Event detection techniques designed for WSNs need to be robust to cope with
inherent failure of sensors and network.

- Since events are not always known beforehand, machine learning techniques and
in particular unsupervised learning approaches need to be developed, which do not
require labeled data and can cope with unseen events.

- Event detection techniques designed for WSNs need to be computationally cheap.
To this end, computational cost and space complexity of every approach should be
calculated to give an indication about feasibility and applicability of the approach.

- Event detection techniques need to be adaptable to various network scales,
context, and event types.

- Although useful, performance evaluation of event detection techniques for WSNs
in simulation environment is not enough and these techniques need to be gauged
against realistic assumptions and settings. To this end, they need to be
implemented and evaluated on sensor nodes in a reasonable size network.

2.5 Conclusion

In this chapter we reviewed event detection techniques specifically designed for WSNs. We
then proposed a taxonomy on the basis of the underlying event detection techniques used
by the reviewed techniques and discussed their important features. We also presented
guidelines and directions to follow for further development of event detection techniques in
WSNs. We consider shortcomings of existing event detection techniques and the proposed
guidelines to propose new event detection solutions, which meet WSNs specific
requirements and advance the state of the art. In this section we conclude that event
detection studies should direct more towards Al-based techniques. This is because Al-based
techniques provide great promises for accurate event detection while are adaptable to
various network scales, less computational intensive, and can handle heterogeneity of
WSNs.
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Chapter 3'

Data Analysis

All statements are true, if you are free to redefine their terms.

Thomas Sowell (1930) American economist, social theorist and political philosopher.

Abstract:

Data is an important ingredient of event detection process, since it is used on the one hand
in the training phase and on the other hand in performance evaluation. In this chapter, we
introduce and analyze three datasets containing sensory data from real experiments and
find their most contributing features by employing expert knowledge and quantitative
analysis. These datasets have three levels of difficulties i.e., easy: fire #I (small number of
event sources), medium: fire #2 (medium number of event sources), and complex: activity
(highly overlapping dataset for activity recognition). In the next chapters these datasets will
be used to evaluate our proposed event detection approaches.

3.1 Introduction

This chapter introduces and analyzes three sensor datasets that are used later in this thesis to
evaluate our proposed event detection techniques. Two of these datasets are fire datasets
(fire #1 and fire #2) and one of the datasets is an activity dataset. The motivation behind
choosing these datasets are as follows:

o these datasets are from real experiments;

o the datasets exhibit three levels of difficulties. Fire #1 dataset is an easy dataset
and contains small number of event sources. Fire #2 is semi-difficult dataset and
contains medium number of event sources. Activity dataset is a complex dataset
and contains highly overlapping features.

In this chapter, we aim to analyze these datasets to get an insight about their complexity and
its effect on classification (detection) accuracy. Later on in this chapter, we also discuss

™t This chapter is partially published with the title: “Fire data analysis and feature reduction using
computational intelligence methods”. In: Advances in Intelligent Decision Technologies -
Proceedings of the Second KES International Symposium IDT 2010, 28-30 July 2010, Baltimore,
Maryland, USA [108].
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how these datasets are pre-processed using a feature selection procedure to determine
which features contribute to the process of event detection most.

The rest of this chapter is organized as follows. Sections 3.2, 3.3, and 3.4 discuss and
analyze fire #1, fire #2, and activity datasets, respectively. In Section 3.5, we discuss the

feature selection procedure for all three datasets. Final conclusions are drawn in Section
3.6.

3.2 Fire #1 dataset

Fire #1 dataset is real dataset containing three types of fires, i.e., flaming fires (fires that
produce massive heat), smoldering fires (fires that produce massive smoke) and nuisances
(fire-like incidents such as smoking a cigarette or toasting a bread) [108]. The dataset is
obtained from the National Institute of Standard and Technology (NIST) website [109] by
merging two smoldering fire datasets (SDC31, SDC40), two flaming fire datasets (SDC10,
SDC14) and two nuisance resource datasets (MHNO6, MHN16). The dataset contains four
features (sensor data types), i.e., Temperature (C), Ionization (1/m), Photoelectric (1/m) and
CO (carbon monoxide, ppm) . The total number of data instances in this dataset is 1400.
Table 3.1 shows data range of all features of fire #1 dataset.

Table 3.1: Data range of features of fire #1 dataset.

Temperature (C) Ionization (1/m) Photoelectric (1/m) CO (ppm)
Min Avg | Max | Min Avg | Max | Min Avg | Max | Min Avg | Max
Flaming 26.400 36.583 99.400 -0.000 0.0132 0.2434 -0.000 0.0124 0.0499 -5.590 68.539 351.0

class

Smoldering 24.600 24917 25.400 0.0000 0.0017 0.0044 -0.004 -0.001 0.0008 -25.40 -23.09 -22.20
class

Nuisance 23.700 27.062 30.371 -0.001 0.1122 0.8990 -0.067 -0.001 0.231 -2.000 0.613 36.00
class

Overall 23.7 29.169 99.400 -0.001 0.0523 0.8990 -0.067 0.0025 0.2310 -25.4 13.245 351.0

Based on Table 3.1, one can conclude that Temperature (TMP) and CO value ranges in
flaming fire datasets are larger than smoldering and nuisances datasets. Additionally,
Ionization and Photoelectric ranges for nuisance dataset is larger than the rest. Data
distribution per feature for all three event (class) types, i.e., flaming fire, smoldering fire,
and nuisance, of this dataset is depicted in Figure 3.1.
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Figure 3.1: Data distribution for fire #1 dataset for (a) Temperature, (b) Ionization, (c) Photoelectric, and (d) CO.

It can be seen from Figure 3.1 that Temperature and CO have a wider distributions for
flaming fire, while lonization and Photoelectric have wider distributions for nuisances.
Generally speaking, wider data distribution leads to lesser data overlap. Therefore,
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Figure 3.2 shows data correlation of fire #1 dataset as well as the overall correlation. It can
be seen that in case of flaming fire, all features, except CO and Ionization, are correlated. In
case of smoldering fire, all features are correlated, apart from Photoelectric and CO. In case
of nuisances, all features are correlated except CO, Temperature and lonization. It can be
seen from the overall correlation that Ionization has almost no correlation with CO and
Temperature, while the other three features are correlated.

To investigate the contribution of each feature to the classification (event detection)
process, that is how well an event can be detected using a single sensor data type, we
consider all possible combinations of these four features and run our classifiers (the
classifiers are introduced and discussed in Chapter 4) for 1000 times and report mean and
standard deviations in Table 3.2-3.5. Absence of a feature (sensor) is indicated by ‘0’ and
presence of a feature (sensor) in the dataset is indicated by “1°.

Table 3.2: Sensor contribution in Fire #1 dataset using Naive Bayes (NB) classifier.

TMP ION Photo CcO Accuracy Standard deviation
0 0 0 1 99.48 0.27
0 0 1 0 88.35 1.26
0 1 0 0 86.35 1.38
1 0 0 0 89.18 1.23
1 1 0 0 86.43 1.38
0 1 1 0 88.74 1.51
0 0 1 1 98.49 0.77
1 0 0 1 99.35 0.32
0 1 0 1 97.67 0.65
1 0 1 0 89.70 1.35
1 1 1 0 89.65 1.24
1 1 0 1 97.65 0.65
1 0 1 1 99.15 0.42
0 1 1 1 98.23 0.54
1 1 1 1 98.17 0.58

As it can be seen from Table 3.2, using NB classifier, the best classification result is
achieved when only CO sensor is used. The worst result is achieved when only lonization
sensor is used.

Results of the same simulation using Feed Forward Neural Network (FFNN) classifier is
reported in Table 3.3. It can be seen that the best classification results for FFNN is obtained
when all features are available and the worst result is achieved when Temperature,
Ionization, and Photoelectric sensors are used together.
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Table 3.3: Sensor contribution in Fire #1 dataset using Feed Forward Neural Network (FFNN) classifier.

TMP ION Photo CcO Accuracy Standard deviation
0 0 0 1 93.81 1.15
0 0 1 0 86.07 2.64
0 1 0 0 53.46 2.08
1 0 0 0 87.86 2.68
1 1 0 0 48.78 6.89
0 1 1 0 47.21 2.24
0 0 1 1 97.71 0.68
1 0 0 1 96.74 0.81
0 1 0 1 98.42 0.60
1 0 1 0 51.01 6.76
1 1 1 0 45.53 4.29
1 1 0 1 98.56 0.46
1 0 1 1 97.55 0.73
0 1 1 1 98.55 0.52
1 1 1 1 98.61 0.45

Table 3.4 reports simulation results using SOM K-means classifier. It can be seen that the

best result for SOM K-means is obtained when CO sensor is combined
sensor. The worst result is obtained when Ionization sensor is used alone.

Table 3.4: Sensor contribution in Fire #1 dataset using SOM K-means classifier.

with Temperature

TMP ION Photo CcO Accuracy Standard deviation
0 0 0 1 99.02 0.42
0 0 1 0 92.80 1.69
0 1 0 0 85.26 1.63
1 0 0 0 88.21 1.62
1 1 0 0 92.78 1.60
0 1 1 0 96.03 0.89
0 0 1 1 99.00 0.46
1 0 0 1 99.76 0.33
0 1 0 1 98.01 0.63
1 0 1 0 98.17 0.61
1 1 1 0 97.58 0.72
1 1 0 1 99.03 0.55
1 0 1 1 99.61 0.34
0 1 1 1 97.94 0.63
1 1 1 1 98.84 0.58

Table 3.5 reports contribution of each feature in the classification process using decision

tree (DT) classifier. It can be seen that the best classification result

is obtained when

Ionization, Photoelectric, and CO sensors are used in combination, while the worst result is

achieved when Temperature sensor is used alone.
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Table 3.5: Sensor contribution in Fire #1 dataset using Decision Tree (DT) classifier.

TMP ION Photo CcO Accuracy Standard deviation
0 0 0 1 99.14 0.37
0 0 1 0 92.92 1.11
0 1 0 0 94.50 1.12
1 0 0 0 89.71 1.14
1 1 0 0 98.14 0.61
0 1 1 0 97.05 0.82
0 0 1 1 98.95 0.49
1 0 0 1 98.78 0.43
0 1 0 1 98.95 0.44
1 0 1 0 99.04 0.47
1 1 1 0 98.79 0.56
1 1 0 1 99.02 0.41
1 0 1 1 99.05 0.40
0 1 1 1 99.21 0.37
1 1 1 1 99.18 0.40

From Tables 3.2-3.5, one can draw the following conclusions:

e Availability of CO has the highest effect on classification accuracy. Using almost
all classifiers when CO is unavailable, the classification accuracy drops
considerably off.

e In contrary to what is generally believed, Temperature sensor is not the most
contributing sensor for fire detection.

e Amount of contribution of each feature to the classification accuracy differs for
different classifiers. Therefore, it is not easy to identify the best feature or feature
combination for each classifier.

3.3 Fire #2 dataset

Fire #2 dataset is a bigger dataset than fire #1 and contains more data instances. Fire #2
dataset is also obtained from NIST [109] and has three classes, i.e., (i) flaming fire (SDC10,
SDC14, SDCO07, SDC05, SDC33 ), (ii) smoldering fire (SDC31, SDC40, SDC34) and (ii)
nuisances (MH09, MHNO06, MHN15). The total number of data instances in this dataset is
2506. This dataset also contains four features (sensor data types), i.e., Temperature (C),
Ionization (1/m), Photoelectric (1/m) and CO (carbon monoxide, ppm). Table 3.6 shows
data range of all features of fire #2 dataset.
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Table 3.6: Data range of all features of fire #2 dataset.

Tempotne (O | lonization (V)| Phooslecise (Um) | COom)

Smoldering 0.006 | 0.7545 0086 | 0.0000 | 0.0000 | 0.000
class

Nuisance
class
Overall

It can be seen from Table 3.6 that Temperature and lonization sensor value ranges in
flaming fire are larger than smoldering and nuisances. Additionally, Photoelectric and CO
sensor ranges for nuisances dataset are the largest. Data distribution per feature for all three
event (class) types, i.e., flaming fire, smoldering fire, and nuisance, of fire #2 dataset is
depicted in Figure 3.3.
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Figure 3.3: Fire #2 data distribution for (a) Temperature, (b) Ionization, (c¢) Photoelectric, and (d) CO sensors.

It can be seen from Figure 3.3 that Temperature and lonization sensors have a wider data
distribution for flaming fire, and Photoelectric and CO have the wider data distribution for
nuisances. Generally speaking, wider data distribution leads to lesser data overlap.
Therefore, classification in a dataset with wider distribution is easier and more accurate.

Figure 3.4 demonstrates how fire #2 features are correlated.
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Figure 3.4: Data correlation in fire #2 dataset for (a) Flaming fire class, (b) Smoldering fire class, (c) Nuisances
class, and (d) Overall correlation between data in all classes.

From Figure 4.3, one notes that features in flaming fire are correlated, except for Ionization
with Temperature and Ionization with CO. Smoldering fire’s features and nuisance’s
features are also correlated except for lonization with Photoelectric. In overall correlation
all features report a minimal correlation apart from CO with Temperature and CO with
Ionization. To find out about contributions of each of these features to the classification
(event detection) process, we consider all possible feature combinations and run our
classifiers (the classifiers are introduced and discussed in Chapter 4) for 1000 times and
report mean and standard deviations in Table 3.7-3.10. Absence of a feature (sensor) is
indicated by ‘0’ and presence of a feature (sensor) in the dataset is indicated by “1°.

Table 3.7: Sensor contribution in Fire #2 dataset using Naive Bayes (NB) classifier.

TMP ION Photo CcO Accuracy Standard deviation
0 0 0 1 58.16 1.37
0 0 1 0 58.75 1.49
0 1 0 0 66.89 1.33
1 0 0 0 86.00 1.03
1 1 0 0 84.66 1.78
0 1 1 0 61.66 1.56
0 0 1 1 46.53 1.37
1 0 0 1 57.29 1.40
0 1 0 1 65.93 1.34
1 0 1 0 60.22 1.41
1 1 1 0 63.27 1.54
1 1 0 1 67.36 1.89
1 0 1 1 60.61 1.40
0 1 1 1 64.77 2.64
1 1 1 1 74.00 1.63
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As it can be seen from Table 3.7, using NB classifier, the best classification result is
achieved when all four features are present. The worst classification result is achieved when

Photoelectric and CO are used in combination.

Table 3.8: Sensor contribution in Fire #2 dataset using Feed Forward Neural Network (FFNN) classifier.

TMP ION Photo CcO Accuracy Standard deviation
0 0 0 1 44.20 1.39
0 0 1 0 53.60 1.42
0 1 0 0 58.63 1.63
1 0 0 0 66.50 1.82
1 1 0 0 67.77 1.61
0 1 1 0 53.55 2.31
0 0 1 1 4425 1.49
1 0 0 1 59.87 2.67
0 1 0 1 53.07 1.75
1 0 1 0 62.91 4.39
1 1 1 0 66.46 2.46
1 1 0 1 66.21 1.63
1 0 1 1 61.38 4.00
0 1 1 1 52.49 1.50
1 1 1 1 65.18 2.32

Table 3.8 reports classification result on fire #2 dataset utilizing Feed Forward Neural
Network (FFNN). It can be seen from Table 3.8 that the best classification result using
FFNN is obtained when only Temperature sensor is used, while combination of

Photoelectric and CO leads to the worst classification result.

Table 3.9: Sensor contribution in Fire #2 dataset SOM K-means classifier.

TMP ION Photo CcO Accuracy Standard deviation
0 0 0 1 84.68 20.29
0 0 1 0 84.58 1.24
0 1 0 0 76.74 2.19
1 0 0 0 84.75 1.43
1 1 0 0 92.93 1.19
0 1 1 0 87.23 1.30
0 0 1 1 73.16 8.33
1 0 0 1 88.11 1.32
0 1 0 1 81.61 2.55
1 0 1 0 88.59 1.37
1 1 1 0 93.13 1.60
1 1 0 1 93.08 1.42
1 0 1 1 90.47 1.32
0 1 1 1 85.41 2.11
1 1 1 1 93.41 1.62

Table 3.9 reports classification on fire #2 dataset utilizing SOM K-means. It can be seen
that the best classification result using SOM K-means is obtained when all four features are
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available. The worst classification result is achieved when Ionization and CO are used in
combination.

Table 3.10: Sensor contribution in Fire #2 dataset using Decision Tree (DT) classifier.

TMP ION Photo CcO Accuracy Standard deviation
0 0 0 1 95.79 0.64
0 0 1 0 85.35 1.26
0 1 0 0 90.68 1.02
1 0 0 0 93.55 0.81
1 1 0 0 98.50 0.42
0 1 1 0 96.02 0.78
0 0 1 1 96.72 0.65
1 0 0 1 99.13 0.35
0 1 0 1 99.09 0.43
1 0 1 0 95.78 0.73
1 1 1 0 98.48 0.45
1 1 0 1 99.58 0.28
1 0 1 1 98.98 0.36
0 1 1 1 99.27 0.40
1 1 1 1 99.56 0.29

Table 3.10 reports classification result on fire #2 dataset utilizing decision tree (DT). It can
be seen that combination of Temperature, lonization, and CO leads to the highest
classification accuracy, while use of Photoelectric alone leads to the worst classification
accuracy. From Table 3.2-3.5 one can draw the following conclusions:

e  As the size of a dataset increases, so does its complexity. Fire #2 dataset is clearly
a more complex dataset than fire #1 dataset.

e Fire #2 dataset has a different data distribution than fire #1 dataset. Having a
different data distribution leads to different contribution of features to the
classification process. Therefore, in fire #2 dataset Temperature and CO sensors
both appear to be the most contributing sensors.

e The choice of the best contributing set of sensors is very dependent on the
classifier used.

3.4 Activity dataset

Activity dataset is a dataset containing activities of a healthy person collected at the
medical center of Enschede city (MST) [110]. This data was collected while the person
was standing still, sitting, and walking. This dataset contains 30 features (collected by ten
3D sensors). Out of these 10 features, we select 4 most contributing features using the
genetic algorithm (GA) [111]. In Section 3.5, we present the procedure of feature selection
using GA. The four most contributing features being selected after applying the genetic
algorithm are (i) ‘X’ vector of accelerometer installed on left foot, (i) ‘Z’ vector of

36




accelerometer installed on trunk, (iii) Y’ vector of accelerometer installed on trunk, and
(iv) Z’ vector of gyroscope installed on the right foot. This dataset contains three classes
(activities), i.e., (i) standing still, (ii) sitting, and (iii) walking. Table 3.11 shows data range
of all four features of the activity dataset.

Table 3.11: Data range of activity dataset.
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Figure 3.5: Data distribution for (a) ‘Z’ vector of accelerometer installed on trunk , (b) ‘X’ vector of accelerometer
installed on left foot, (c) “Y’ vector of accelerometer installed on trunk, (d) ‘Z’ vector of gyroscope installed on
the right foot features.

Figure 3.5 shows how activity data is distributed. It can be clearly seen from Figure 3.5 and
Table 3.11 that the data range of all three classes and the their data distributions are quite
similar. This high degree of overlap makes the classification (event detection) process

difficult.
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Figure 3.6: Data correlation in fire #2 dataset for (a) standing (b) sitting (c) walking and (d) overall correlation
between data in all classes.

Figure 3.6 illustrates data correlation of the activity dataset. It can be seen that features in

standing class are almost uncorrelated. The only exception is ‘Z’ vector of gyroscope
installed on the right foot, which is correlated with the ‘Z’ vector of accelerometer installed
on trunk. For the sitting class, ‘Z’ vector of gyroscope installed on the right foot is
correlated with the ‘Z’ vector of accelerometer installed on trunk, and ‘X’ vector of
accelerometer installed on left foot is correlated with the ‘Y’ vector of accelerometer
installed on trunk. All features in the walking class are somewhat correlated except for the
‘Y’ vector of accelerometer installed on trunk, which is not correlated with ‘X’ vector of
accelerometer installed on left foot. The overall correlation between features is quite
minimal. Moreover, as expected, X’ vector of accelerometer installed on the left foot shows
almost no correlation with ‘Z’ vector of gyroscope installed on the right foot.

To investigate the contribution of each feature to the classification (event detection)
process, we consider all possible combinations of the four most contributing features and
run our classifiers (the classifiers are introduced and discussed in Chapter 4) for 1000 times
and report mean and standard deviations in Table 3.12-3.16. Absence of a feature (sensor)
is indicated by ‘0’ and presence of a feature (sensor) in the dataset is indicated by ‘1°. In
these tables (i) F1 is ‘Z’ vector of gyroscope installed on the right foot, (ii) F2 is ‘X’ vector
of accelerometer installed on left foot, (iii) F3 is ‘Z’ vector of accelerometer installed on
trunk, and (iv) F4 is ‘Y’ vector of accelerometer installed on trunk.
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Table 3.12: Sensor contribution in Activity dataset using naive Bayes classifier.

Fl1 F2 F3 F4 Accuracy STANDARD DEVIATION
0 0 0 1 61.29 0.80
0 0 1 0 67.17 0.79
0 1 0 0 64.45 0.78
1 0 0 0 58.73 0.88
1 1 0 0 67.27 0.93
0 1 1 0 67.57 0.82
0 0 1 1 67.50 0.77
1 0 0 1 60.77 0.95
0 1 0 1 65.82 0.78
1 0 1 0 63.68 0.87
1 1 1 0 67.64 0.88
1 1 0 1 66.82 0.90
1 0 1 1 63.69 0.90
0 1 1 1 67.03 0.84
1 1 1 1 67.72 0.84

The best classification accuracy for the activity dataset, according to Table 3.12, is obtained
when all four features are used, while the lowest classification accuracy is achieved when
F1 is used alone.

Table 3.13: Sensor contribution in Activity dataset using Feed Forward Neural Network (FFNN) classifier.

Fl1 F2 F3 F4 Accuracy STANDARD DEVIATION
0 0 0 1 54.83 2.26
0 0 1 0 47.29 1.43
0 1 0 0 50.76 1.43
1 0 0 0 62.51 7.96
1 1 0 0 51.42 231
0 1 1 0 50.49 1.14
0 0 1 1 48.73 3.86
1 0 0 1 55.63 425
0 1 0 1 49.52 1.6l
1 0 1 0 51.66 5.01
1 1 1 0 50.89 3.82
1 1 0 1 52.17 3.83
1 0 1 1 50.52 4.83
0 1 1 1 49.32 1.23
1 1 1 1 55.67 7.79

Table 3.10 reports classification results on the activity dataset utilizing Feed Forward
Neural Network (FFNN). According to Table 3.13, using a Feed Forward Neural Network
on the activity dataset, the best classification result is obtained when four features are used
in combination and the worst result is obtained when F3 alone is used.
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Table 3.14: Sensor contribution in Activity dataset using SOM K-means classifier.

Fl1 F2 F3 F4 Accuracy STANDARD DEVIATION
0 0 0 1 66.65 0.78
0 0 1 0 70.91 0.76
0 1 0 0 70.03 0.73
1 0 0 0 67.74 0.74
1 1 0 0 76.44 1.66
0 1 1 0 76.09 0.75
0 0 1 1 71.76 0.70
1 0 0 1 76.15 0.86
0 1 0 1 76.19 0.73
1 0 1 0 77.50 0.73
1 1 1 0 79.98 0.71
1 1 0 1 79.98 0.78
1 0 1 1 81.70 0.68
0 1 1 1 79.62 0.70
1 1 1 1 81.96 0.75

Classification results on the activity dataset applying SOM K-means is reported in Table
3.14. It can be seen that SOM K-means achieves its best accuracy when all four features are
used in combination and the worst classification results is achieved when F4 is used alone.

Table 3.15: Sensor contribution in Activity dataset using Decision Tree (DT) classifier.

Fl1 F2 F3 F4 Accuracy STANDARD DEVIATION
0 0 0 1 57.08 0.87
0 0 1 0 59.18 0.93
0 1 0 0 59.49 0.91
1 0 0 0 55.90 0.90
1 1 0 0 70.93 0.79
0 1 1 0 70.89 0.87
0 0 1 1 70.67 0.86
1 0 0 1 69.54 0.85
0 1 0 1 71.86 0.84
1 0 1 0 70.08 0.85
1 1 1 0 76.97 0.83
1 1 0 1 76.79 0.79
1 0 1 1 76.61 0.80
0 1 1 1 76.35 0.81
1 1 1 1 79.07 0.81

Table 3.15 reports classification results on the activity dataset using decision tree (DT)
classifier. Decision tree reaches to its maximum accuracy when all four features are used in
combination and the weakest classification result is achieved when F1 is used alone.
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From Table 3.12-3.15 one can draw the following conclusions:

e The best classification accuracy on the activity dataset (using our classifiers) is
obtained when all four features are used in combination.

e  The features are relatively of the same importance.

e Amount of contributions of features to the event detection (classification) process
is varied using various classifiers.

3.5 Feature Selection

In this section, we discuss how we identify the most contributing features of the two fire
datasets and the activity dataset.

3.5.1 Feature selection for fire datasets

The basic idea of fire detection is similar to commercial products for fire detection. Many
commercial products can only detect airborne smoke by using either Ionization sensors or
Photoelectric sensors [112]. An alarm is then generated upon increase of the airborne
smoke. The problem with such detection is nuisance sources such as a cigarette or a
toasting bread [113, 114]. Consequently, many researchers agree on the fact that increasing
fire detection accuracy requires more than one sensor along with an appropriate detecting
algorithm [113-115].

To find out about the best set of features for fire detection, we have done an extensive
research on previous fire detection projects to see how fires are detected accurately by fire
management experts and published the research in [116]. We found out that fire can
accurately be detected using a precise algorithm utilizing Temperature, Ionization,
Photoelectric, and Carbon monoxide sensors.

Using the above sensors not only helps with detection flaming and smoldering fires, but
also helps detection of nuisances (e.g., smoking a cigarette) which are very similar to real
fires [113-115]. We obtained our fire datasets from NIST [109], which contains data
collected from real fire experiments. The other available features in NIST dataset are:

e Time

e  Carbon dioxide

e Smoke Obscuration

e  Aspirated Smoke

e  Sprinkler telltale pressure
e Mass of burning item
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3.5.2 Feature selection for activity dataset

Activity dataset contains real data about activities performed by a healthy person collected
in medical center of Enschede city (MST) [110]. Activities performed include (i) standing
still, (i1) sitting, and (iii) walking. This dataset contains 30 features including:

e Features 1-3: x,y,z accelerometer on trunk

e Features 4-6: x,y,z gyroscope on trunk

e Features 7-9: x,y,z accelerometer on thigh

e Features 10-12: x,y,z gyroscope on thigh

e Features 13-15: x,y,z accelerometer on shank

o Features 16-18: x,y,z gyroscope on shank

e Features 19-21: x,y,z accelerometer on left foot
e Features 22-24: x,y,z gyroscope on left foot

e Features 25-27: x,y,z accelerometer on right foot
e  Features 29-30: x,y,z gyroscope on right foot

The overall correlation of the activity dataset containing all 30 features is depicted in Figure
3.7.

Activity Dataset Overall Correlation
F1 T T T T - T T T T T -|—- T T T T “ T T T T T T T T 1

Figure 3.7: Overall correlation between features of activity dataset.

It can be clearly seen from Figure 3.7 that every three features are correlated because they
are x,y,z vectors of the same sensor. To eliminate the less contributing features we use the
genetic algorithm (GA) along with decision tree (DT) to search in solution space and to find
the optimal features automatically. By using GA and DT we identify the four most
contributing features, which are:
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e ‘7’ vector of gyroscope installed on the right foot (feature #30)
e ‘X’ vector of accelerometer installed on left foot (feature #19)
e ‘7’ vector of accelerometer installed on trunk (feature #3)

e ‘Y’ vector of accelerometer installed on trunk (feature #2)

Next subsection discusses the feature selection method utilizing GA and DT in more
details. To have another confirmation on the selected features, we use self-organizing map
(SOM) and Kohonen training algorithm to train neural networks by all possible
combinations of the 30 features. Figure 3.8 shows final results of our feature selection
process using SOM.

classification rate
> @ @ ~ ~
B o) @ o N
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]
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9 9,19 9,19,25 79,1925 6,15,28,30 7,20,21,27 23,19,30
feature sets

Figure 3.8: Feature selection results using Kohonen network.

Figure 3.8 shows that SOM chooses features number 7, 9, 19, 25 as features leading to the
best classification accuracy (around 79% accuracy). However, as we have learned in
previous sections the most contributing sensors are, in most circumstances, classifier
dependent. Therefore, the lesson learned from Figure 3.8 is that our set of best features (2,
3, 19, 30) provides a classification accuracy (around 76%) very close the best result
provided by SOM, and therefore, is not far from being the most contributing features.
Further information on self-organizing maps and Kohonen training is available in Chapter
4.

3.5.2.1 Feature selection by genetic algorithm (GA)

Genetic algorithm (GA) is a population-based search heuristic algorithm that imitates
natural evolution [117]. GA belongs to a larger class of evolutionary algorithms (EA) being
used for optimization and search problems [118, 119]. In a genetic algorithm, a population
of sequences (called chromosomes), encodes possible solutions (called individuals) and
then evolves toward global best solution using techniques inspired by natural evolution,
such as inheritance, mutation, selection, and crossover [109, 110, 117, 118].
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Using GA, in our feature selection procedure, we code feature numbers into a chromosome.
Fitness of the chromosome is obtained by training a decision tree (DT) with the features
available in the chromosome and testing the DT with unseen data. Then, detection accuracy
(obtained by classification of unseen data) is stored as the fitness of the chromosome. 10%
brilliant population always saved to keep the best solutions for next generation. Crossover
rate is set to 50% and mutation rate 30%. Figure 3.9 shows chromosomes, fitness and
crossover method.

Chromosome #1 Chromosome #2

Figure 3.9: A graphic representation of genetic algorithm for our feature selection application.

Figure 3.9 shows two chromosomes while chromosome #1 encodes features number
8,12,5,2 having fitness value of 65% and chromosome #2 encodes features number
14,18,9,30 having fitness value of 52%. These two chromosomes make a crossover to
create a new chromosome inheriting from both parents. The fitness of the new chromosome
will be calculated using DT.

3.6 Conclusion

In this chapter, we analyzed three datasets to have an understanding about nature of data we
will be using in this thesis for performance evaluation of our proposed event detection
techniques. We explicitly looked into effects of data correlation, distribution and
contribution of each feature to the classification process. We also discussed our feature
selection procedure, using which the most contributing features are selected. The lesson
learned in this chapter include:

e  As discussed in Section 3.5, to find the most contributing features from a dataset,
either expert knowledge should be used (as in case of our two fire datasets), or a
quantitative research should be conducted (as in case of our activity dataset).

e Data and its features contribute differently to the classification process. Therefore,
the best features or the best feature sets should be chosen by investigating various
classifiers. As discussed in Sections 3.2-3.4, classifiers produce various
classification accuracy on the same set of features.
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e Single sensor classification cannot be a strong paradigm as the most contributing
sensor differ in most circumstances for every classifier. As discussed in Section
3.2-3.4, generally the most contributing single feature is not the same when a
different classifier is used.

Data with high degree of overlap (as in case of activity dataset) is more difficult to classify
causing a classification result with lower accuracy.
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Chapter 4°

Online Supervised Event Detection

The man of science has learned to believe in justification, not by faith, but by verification.

Thomas H. Huxley (1825-95) English biologist.
Abstract:

As it has been discussed earlier in this thesis, event detection requires an algorithm to
discriminate event data from non-event data. In this thesis we are in particular interested in
use of artificial intelligence techniques for event detection in wireless sensor networks.
However, machine learning and artificial intelligence approaches are traditionally
developed for resource-rich computing devices and not for resource constrained sensor
nodes. Using them on sensor nodes, therefore, requires an optimization. Therefore, in this
chapter we optimize three machine learning approaches, i.e., feed forward neural
networks, decision tree, and naive Bayes classifiers to enable them to be executed on sensor
nodes. Moreover, by combining self-organizing maps (SOM) and K-means clustering
algorithms, we propose a new supervised machine learning approach, called SOM K-
means, which is computationally light, resource friendly and capable of being executed in
both local and fusion-based classification models. Furthermore, we analyze applicability of
the aforementioned approaches for fast and accurate event detection using two
classification models, i.e, local and fusion-based through simulation.

* This chapter is the extension of the following papers:

e “Use of wireless sensor networks for distributed event detection in disaster management
applications”. International Journal of Space-Based and Situated Computing, 2012 [32].

e  “Sensor Fusion-based Activity Recognition for Parkinson Patients”. In: Sensor Fusion -
Foundation and Applications. InTech, 2011 [33].

e  “Fast and Accurate Residential Fire Detection Using Wireless Sensor Networks”.
Environmental Engineering and Management Journal 2010 [7].

e “Distributed Event Detection in Wireless Sensor Networks for Disaster Management”. In:
International Conference on Intelligent Networking and Collaborative Systems, INCoS

2010 [8].

e  “Sensor Fusion-based Event Detection in Wireless Sensor Networks”. In: SensorFusion
2009 [30].

e “Use of Al Techniques for Residential Fire Detection in Wireless Sensor Networks”. In:

ATAI 2009 [29].
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4.1 Introduction

Supervised learning is the process of setting up an inferring function from specific number
of labeled training data [120-122]. The labeled training data contains a set of training
examples that stores input data (normally as a vector) and a desired output value. During
the learning phase, a supervised learning algorithm analyzes the labeled training data to
create the inferring function. The inferring function (also known as a classifier) calculates
the correct output value (or degree of belongings) for all valid input data. The accuracy of
the classifier can then be gauged by measuring classification correctness on a set of unseen
data (so called test data) during a process called testing [120-122]. Calculating the accuracy
of a classifier on a test dataset gives an insight on precision and accuracy of the classifier
when the same data types appear in real world situations.

Since events generally exhibit a pattern [8, 40, 41], supervised learning techniques appear
to be promising for accurate event detection in WSNs. This is because the pattern of event
can be learnt during the training phase by the classifier. However, using classifiers in
WSNs is by no means easy as they were originally designed for computationally powerful
devices. Moreover, real-time classification is not well supported by most classifiers.
Therefore, existing classifiers need modifications or optimizations before being applicable
to WSNs. These modifications aim to make classifiers computationally inexpensive and
fast to be executed on sensor nodes for online and (near) real-time event detection.

In this chapter we analyze applicability of four supervised algorithms for online event
detection in WSNss and optimize them. These algorithms are based on our modifications of
Decision Tree (DT), Naive Bayes (NB), Feed Forward Neural Networks (FFNN), and K-
means classifiers. We also present two classification models, in which these classifiers are
executed, i.e. either on a single sensor node or a group of sensor nodes. We will show later
in this chapter (in Sections 4.4 and 4.6) that involvement of more than one sensor node in
the event detection process improves detection accuracy and fault tolerability. Having said
this, it will also be shown (in Section 4.2) that local event detection on a single sensor node
offers valuable advantages in terms of communication efficiency in small scale sparse
wireless sensor networks, where there is no possibility or need for sensor node
communication.

In what follows, the classification models are first introduced and followed by description
of the three classifiers we optimize for event detection in WSNs. Next, by combining self-
organizing maps (SOM) and K-means clustering algorithms, we propose a new supervised
machine learning approach, called SOM K-means. Consequently, all four classifiers are
gauged in terms of event detection accuracy and computational and space complexities.
Finally, impacts of parameters of the classifiers are analyzed in detail and some conclusions
are drawn.
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4.2 Classification models

Regardless of which classifier is being used, two classification models may be used. These
models in fact indicate the place where classifiers are executed. The first model is a local
model, which involves only one sensor node at a time for detecting events. The second
model is a fusion-based model engaging more than one sensor node to detect events.

4.2.1 Local classification model

The local classification model assumes that each sensor node performs classification
individually without communicating and cooperating with others. Figure 4.1 illustrates the
local classification model, which consists of (i) a number of sensors providing input to the
classifier, (ii) the classifier, which is responsible for event detection, and (iii) classification
output, which indicates type of occurred event.

o : I
Event /

Figure 4.1: Local classification model.

4.2.2 Fusion-based classification model

It is well known that sensors, sensor nodes, and communication links in WSNs are not
always reliable and their failure is a common practice. A fusion-based classification model
tolerates individual sensor and sensor node failures and involves more than one sensor node
in the classification process. The fusion-based approach is composed of the local approach
and allows individual sensor nodes first classify and detect events on their own. Then, the
classification results are all sent to a fuser node (also known as voter) to reach a consensus.
Figure 4.2 illustrates the fusion-based classification model. One should note that as this
model is independent of the type of classifiers, not all sensor nodes (including the fuser
node) need to have the same classifiers.

Since we consider sensor nodes send their detected event as a singleton (yes/no or class
type) to the data fuser, the communication between nodes and the voter is unidirectional.
Additionally, the rate of sending data is based on rate of event occurrences, which is usually
low. Having a unidirectional communication model with low data transfer makes the
fusion-based classification model a distributed model with low communicational overhead.
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As it can be seen from Figure 4.2, sensor nodes can be homogenous or heterogeneous in
terms of their type of sensors. Classification on each sensor node is done independently.
Only data fuser needs to wait for inputs from sensor nodes to fuse their decision about
occurrence of an event and reach a consensus. In the case of sensor failure, which makes
the sensor nodes unable to send their decision to the voter, fuser node considers that input
as a “missed value” and continues its fusion task. Therefore, the classifier used on fuser
node should be trained in a way to be able to handle the missed values.

Despite the advantages offered by the fusion-based classification model, its performance
may be suboptimal when many faulty sensor nodes report wrong decisions to the fuser. In
this case, the fuser cannot accurately decide about occurrence of an event (more
information is available in [8, 32]).

ning a classifier

Sensor Node

ning a classifier

Sensor Node

ning a classifier

Figure 4.2: Fusion-based classification model.

4.3 Classifiers

Due to resource constraints of the wireless sensor nodes (such as memory, processing and
communication), any classifier being executed in WSNs need to be resource friendly to be
executed on sensor nodes. This makes existing classifiers not directly applicable to WSNs.
To this end, we optimize Naive Bayes, Feed Forward Neural Network, and Decision Tree
classifiers and also present a new supervised learning technique, called SOM K-means,
which is based on self-organizing maps (SOM) and K-means. As we will show in Section
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4.6, there is always a trade-off between resource consumption (such as memory, processing
and communication) and detection accuracy of the classifiers.

4.3.1 Decision tree

The motivation behind choosing decision tree (DT) as a classifier for event detection in
WSN:s is its simplicity, as it can be implemented as if-then-else rules on sensor nodes once
it is created and has undergone the training phase.

Generally, a decision tree is a learning algorithm that uses tree-like graphs to model and
evaluate discrete functions. The inputs to the tree may be either continuous or discrete but
the outputs (the decisions) are discrete. Construction of a decision tree for classification
requires a training phase. This training phase employs a set of data and a learning algorithm
to find a minimum depth decision tree. The tree should contain the minimum required
nodes (or minimum depth) to reduce time and memory complexities. Therefore, the training
algorithm is usually a local search greedy algorithm to find an optimum decision tree. A
typical graphical representation of a decision tree is shown in Figure 4.3. In a tree, the
decision making process starts from the root of the decision tree and propagates down to the
leaves [120, 121, 123].

B>100
B<100 Cc<10 C>10

K= J K=x J K=z
D
D=FaNe

Figure 4.3: An example of a typical graphical representation of a decision tree.

A DT can be implemented either as a set of if-the-else rules or a tree data structure (using
arrays or linked lists). If a DT is constructed offline in a computer, then programing it into
sensor nodes by set of if-then-else rules enables sensor nodes to execute it.

4.3.2 Naive Bayes classifier

A Naive Bayes classifier uses Bayesian statistics and Bayes’ theorem to find the probability
of each instance belonging to a specific class. It is called Naive because of its emphasis on
independency of the assumptions [120]. To find the probability of belongingness of each
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instant to a specific class, Eq. (4.1) can be used, which expresses the probability of an
example £ = (x,, X,,...,X, ) belonging to class ¢ [124].

p(c|E)= p(i(cg(c) Eq.(4.1)

Naive Bayes is algorithmically simple and computationally light. This allows Naive Bayes
to be easily programmed on sensor nodes. The most time and resource consuming part of
running a Naive Bayes classifier is computation of P(E|c), as it holds data distribution for
every classes [121]. This probability calculation is important because it has a direct effect
on classification accuracy. In basic literatures of pattern recognition or machine learning, it
is proposed that this probability can be estimated by a standard data distribution like
Gaussian or Poisson [121]. To do a more accurate probability calculation, a histogram
approach can also be used [7, 29, 30]. The histogram approach partitions data into several
intervals and counts the data frequency within each interval. Frequency of repetition in each
interval shows the probability of each instance belonging to that specific interval.

By calculating P(E|c) offline and storing the histogram of data in a multi-dimensional
array, the histogram of data can be stored in memory of a sensor node. Then for every
incoming data, the probability of its belongingness to every class can be calculated and the
most probable class can be assigned to.

4.3.3 Artificial neural networks

An artificial neural network (ANN) is a computational model based on organic neural
networks. It consists of an interconnected collection of artificial neurons processing
information using a connectionist method [120, 121, 123]. As a simple modeling of
biological neural networks, feed forward neural network (FFNN) consists of one input
layer, one or more hidden layers, and one output layer. Inputs are the data and the output is
a predicted value (class) that input data is expected to belong to.
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Figure 4.4: An example of a FFNN with three neurons in Input, two neurons in hidden layer, and one
neuron in output.

To make an output from inputs of a FFNN, a set of weights should be found in advance.
The process of finding these weights is called training phase. Once an FFNN is trained, the
whole neural network can be represented as a formula. For example the FFNN illustrated in
Figure 4.4 can be expressed as Eq. 4.2

3 3
Output = [W;, x Z(Wl,j X 1] + Wy X Z(WZJ X 1)] Eq. (4.2)

j=1 j=1

By finding the set of weights (in training phase) offline, and programming the
representation formula of FFNN in sensor nodes, sensor nodes are able to execute FFNN
classifier and classify events online. For implementing FFNN on sensor nodes, sensor
nodes should store weights of FFNN in their data memory and arithmetic formula in their
code memory. Then the inputs from input layer of FFNN are multiplied to the weights (in
input to hidden layer, and hidden to output layer) and the output is calculated using a
formula similar to Eq. 4.2.

4.3.4 SOM K-means

SOM K-means is our new proposed technique, combining self-organizing maps (SOM) and
K-means clustering algorithm. Although SOM and K-means algorithms are both
unsupervised clustering techniques, our SOM K-means is a supervised learning technique
which like other supervised learning classifiers needs training phase. Next subsection
shortly introduces SOM, while the section after goes into details of our proposed SOM K-
means. Figure 4.6 shows flowchart of the SOM K-means.
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4.3.4.1 Self-organizing map (SOM)

Self-Organizing Map (SOM) is an unsupervised learning clustering technique that belongs
to neural network family. For this technique, similar to many clustering techniques, the
number of clusters should be predefined in order to cluster all data into the predefined
number of clusters. In addition to number of clusters, a shape also is required to be chosen
(Figure 4.5) for SOM. This shape defines neighbors of each cluster center in a 2D space in
form of hexagonal, grid or a random topology [125]. Figure 4.5 shows three topologies for
SOM. When a cluster center is updated, its neighbors are also updated. Having a geometric
shape of neighbors in 2D space makes SOM different from other clustering techniques.

Neuron Positions Neuron Positions

INONONINONONONS
\VAVAVAVAVAVAVAY

©
Figure 4.5: Examples of SOM topologies: (a) Grid topology (b) Hexagonal topology (c) Random topology.
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The Kohonen algorithm is widely used as an algorithm for SOM clustering. In our proposed
SOM K-means approach, SOM clustering utilizing Kohonen algorithm is conducted offline
in training phase (Figure 4.6). The steps for Kohonen algorithm are as follows:

1) Initialize center of each cluster, c,(i=12,..,n), randomly.

2) Read an input vector

3) Traverse each center of cluster

a. Use Euclidean distance formula = ,/Z:_l (x, — xjk)z to find similarity

between each cluster center and the input vector. Xy 5 X Are the elements

of two vectors X, X, and 7 is the total number of the elements.
b. Find the cluster center which has the shortest distance with the input
vector. This cluster center is called the Best Matching Unit (BMU) or

Camu

4) Update cluster centers Cv of the BMU neighbors. This update is performed by
pulling ¢ closer to the input vector using Cv(t + 1) = Cv(t) + O(Oa(t)(D(t) —
Cv(t)), Where, t is current iteration, A is limit on time iteration, ¢ is the selected

neighbor, D is the input vector, ®(t) is restraint due to distance from BMU and a(t)
is learning restraint due to the time.

5) Increment ¢ and repeat while r < A.

The outputs of SOM is a set of ¢,(i =1,2,...,n), which is a set of cluster centers. Additional
information on SOMs can be found in [126-128].
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Figure 4.6: Flowchart of SOM K-means algorithm.

4.3.4.2 Training SOM K-means

In the training phase of SOM K-means, a self-organizing map (SOM) is used to cluster the
training data into £ clusters. When & number of cluster centers are created by SOM, they
should be labeled. Labeling refers to the process of assigning class types to k cluster
centers.

To label cluster centers, a set of training data is required. The data is classified into the
cluster whose cluster center has the shortest distance with. The label of the training data is
used to assign the class which this cluster center belongs to. For example, let us assume to
have 3 classes and we want to label cluster A. We first check the training data in cluster A
to determine which class the majority of data of cluster A belong to. The cluster A may
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hold 70% data of class 1, 20% data of class 2, and 10% data of class 3. By having this
information, the cluster A is labeled as class 1 (because majority cluster A’s population
have class 1 in their labels). Figure 4.7 shows an example of a synthetic dataset with 15
cluster centers (C1-C15) and 3 classes (in 3 different colors). This labeling is done by
checking labels of the training data as mentioned earlier.

Figure 4.7: An example of labeled data with 15 cluster centers (C1-C15) and 3 classes (separated by 3 colored
regions). The cluster centers (C1-C15) are found by SOM and then labeled in 3 classes (separated by 3 colored
regions).

4.3.4.3 SOM K-means event detection (testing or classification phase)

Once the cluster centers are found in the training phase, these cluster centers are given to
the K-means algorithm as fixed initial points to start clustering. When a new data arrives,
Manhattan distance (Eq. 4.3) is calculated between the incoming data and all the cluster
centers. This distance calculation indicates similarity between the incoming data and
previously clustered data (as cluster centers). Using this distance measurement, the
incoming data is classified as the class, whose cluster center has the shortest distance to the
incoming data.

m

4= lxyil Eq. (43)

13
Where, j=(1,2,..k), d; is distance to j™ cluster center, m is number of features (dimensions), x; is the i"
dimension of the data, and y;is the center of cluster j in i dimension.

Implementing this algorithm on sensor nodes is straightforward. First the cluster centers are
found in an offline manner. Then, the cluster centers are programmed into data memory of
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a sensor node. In the code memory of the sensor node, K-means algorithm is implemented
to check the shortest distance between incoming data and the cluster centers.

Laerhoven proposes a self-organizing map approach for online context detection using
sensor data [129]. The self-organizing map is then augmented by a second layer labeled
online K-means algorithm to improve the accuracy of the self-organizing map. However,
our proposed SOM K-means approach is one supervised learning technique that
incorporates SOM and K-means sequentially to train and classify data. By training SOM K-
means in offline manner and classifying data in an online fashion, the proposed approach
offers a faster data classification and detection of events.

4.4 Simulation results

To show the applicability of the aforementioned classifiers, a number of simulations are
conducted and reported in this section. These simulations are conducted using Matlab”™
R2010b. The datasets used for performance evaluations are introduced and analyzed
previously in Chapter 3. Each dataset is divided into 2/ 3 training data and 1/ 3 testing data.
Table 4.1 and 4.2 report the results on Fire #1, Fire #2, and Activity datasets. All
simulations are repeated 1000 times and the mean and standard deviations of detection
accuracies for both local and fusion-based classification models are reported in Table 4.1,
Figure 4.8, Table 4.2 and Figure 4.9.

Table 4.1: Event detection accuracy using local classification model.

Accuracy
Technique Dataset Mean STD
Fire #1 99.18% 0.40
Decision Tree Fire #2 99.56% 0.29
Activity 79.07% 0.81
Fire #1 98.61% 0.45
FFNN Fire #2 65.18% 232
Activity 55.67% 7.79
Fire #1 98.17% 0.58
Naive Bayes Fire #2 74.00% 1.63
Activity 67.72% 0.84
Fire #1 98.84% 0.58
SOM K-means Fire #2 93.41% 1.62
Activity 81.96% 0.75
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Figure 4.8: Event detection accuracy graph using local classification model.

Table 4.2: Event detection accuracy using fusion-based classification model.

Accuracy
Technique Dataset Mean STD
Fire #1 99.53% 0.26
Decision Tree Fire #2 99.85% 0.14
Activity 90.44% 0.65
Fire #1 99.09% 0.85
FENN Fire #2 75.00% 435
Activity 67.19% 2.13
Fire #1 98.60% 0.44
Naive Bayes Fire #2 73.81% 1.32
Activity 68.60% 0.81
Fire #1 99.29% 0.37
SOM K-means Fire #2 95.49% 0.95
Activity 83.59% 0.62
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Figure 4.9: Event detection accuracy graph using fusion-based classification model.

From Table 4.1 and Table 4.2, it can be concluded that generally fusion-based
classification approaches are more accurate than local classification approaches. This can
be due to the fact that data is twice classified, once on the sensor nodes and once on the
fuser node. Another conclusion is that there is no classifier and no classification model,
which performs best for all datasets. For example, SOM K-means is the best for local
detection of activity, while decision tree is the best for distributed event detection of
activity. This makes it difficult to select one classifier for all situations.

4.5 Time and space complexity

To compare various classifiers not only their classification accuracy but also their time and
space complexities should be taken into account. Time and space complexity give an
insight about how much resources are required to gain such an accuracy. Since sensor
nodes have code and data memories, which are separate from each other to store code and
variables accordingly, by space complexity we mean data memory of sensor nodes (for
storing variables).

As mentioned earlier, supervised learning algorithms require a training phase to build the
classifier. Since the training phase is conducted only once, and it is conducted offline
(usually on a PC and not on a sensor node), here we disregard time complexity of training
phase and calculate time and space complexity of the classifiers after the training phase.
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4.5.1 Decision tree - time and space complexity
4.5.1.1 Time complexity

To classify using a decision tree (DT) in a local classification model, nodes from root to
leaves should be traversed. In the worst case required comparisons is equal to the depth of
the tree. Eq. 4.4 shows time complexity of DT.

o(DT) = 0(f) Eq. (4.4)
Where f'is the depth of decision tree. For example, f for the fire #1 dataset is 4.

In the fusion-based classification model, n decision trees (n is the number of sensor nodes
contributing to the event detection process) independently of each other perform the event
detection task. Then, their local results are sent to the fuser, on which another decision tree
performs the final classification. Eq. 4.5 represents the time complexity of this model using
decision tree.

O(Distributed DT) = O(decision trees ) + O(voter) = O(f; + fo + -+ f,) + 0(f) Eq. (4.5)
=0mxf)+0(f)=0(nxf)

Where f'is the depth of decision tree, n is the number of nodes in the network contributing to event detection. For
example, f for the fire #1 dataset is 4, and in our practical implication (Chapter 6) n is 5.

4.5.1.2 Space complexity

To store a DT in memory of sensor nodes, an array is required to keep all nodes of the DT.
Therefore, the required amount of memory for DT is a function of nodes in DT as Eq. 4.6.

0(DT) = 0(z) Eq. (4.6)

Where z is the number of nodes in the decision tree. For example, z for the fire #1 dataset is 16.

4.5.2 Naive Bayes - time and space complexity
4.5.2.1 Time complexity

Naive Bayes (NB) uses a 3D array to store histogram of data and finds the most probable
class that the data belongs to. The dimensions of the 3D array are equal to the number of
classes, number of features, and number of intervals. To find the most probable class that
incoming data belongs to, a search in the 3D array is required. As the number of and size of
intervals are fixed, going to the right interval is a direct access; however, this direct access
should be done for all classes and features. Therefore, the number of times that 3D array
should be referred to is a function of number of classes and number of features. Eq. 4.7
shows time complexity of Naive Bayes (NB) classifier in the local classification model.
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O(NB) =0(m xc) Eq. (4.7)

Where m is the number of features (or sensors) and ¢ is the number of classes. For example, m for the fire #1
dataset is 4 and ¢ is 3.

In fusion-based classification model, 7 sensor nodes run NB classifier. Therefore the time
complexity of the whole event detection process, as expressed in Eq. 4.8, is n times O(NB).

O(Distributed NB) = nx O(NB) = O(nXxmXc) Eq. (4.8)
Where m is the number of features (or sensors) and ¢ is the number of classes, and # is the number sensor nodes
contributing to the event detection. For example, m for the fire #1 dataset is 4, ¢ is 3 and in our practical

implication (Chapter 6), n is 5.

4.5.2.2 Space complexity

As mentioned previously, a 3D array is required to store the histogram of data. This data
histogram is the most spacious data structure of the NB classifier. Eq. 4.9 shows space
complexity of NB classifier.

O(NB) =0(mXxcXxi) Eq. (4.9)

Where m is the number of features (or sensors), ¢ is the number of classes and 7 is the number of intervals. For
example, m for the fire #1 dataset is 4, ¢ is 3 and in our practical implication (Chapter 6), i is 180.

4.5.3 Feed forward neural network - time and space complexity
4.5.3.1 Time complexity

Time complexity of Feed Forward Neural Network (FFNN), as expressed in Eq. 4.10, is a
function of input, output and neurons in the hidden layer.

O(FFNN) = O(m x 0 X h) Eq. (4.10)

Where m is the number of features (input layer), o is the number of outputs and /4 is the number of neurons in
the hidden layer.

In some cases that one output neuron is enough for FFNN to classify data (such as FFNN in
our case), Eq. 4.10 alleviates to Eq. 4.11.
O(FFNN) = 0(m x h) Eq. (4.11)

Where m is the number of features (input layer), and / is the number of neurons in the hidden layer. For
example, m for the fire #1 dataset is 4, and in our practical implication (Chapter 6), 4 is 100.

In fusion-based classification model, n sensor nodes run FFNN classifiers. Therefore the
time complexity of the whole system, as expressed in Eq. 4.12, is n times O(FFNN).
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O(Distributed FFNN) =n X O(FFNN) = O(nXxm X h) Eq. (4.12)

Where 7 is the number of sensor nodes contributing to event detection, m is the number of features (input layer),
and / is the number of neurons in the hidden layer. For example, m for the fire #1 dataset is 4, ¢ is 3 and in our
practical implication (Chapter 6), / is 100, and n is 5.

4.5.3.2 Space complexity

The most spacious data structure of FFNN is the matrix that keeps FFNN weights. The
FFNN weights are required for connecting the input layer to the hidden layer and the
hidden layer to the output layer. Therefore, all these weights should be stored. Space
complexity of FFNN classifier is expressed in Eq. 4.13. Since in this study number of
neurons in output layer is 1, FENN space complexity is mainly a function of input to hidden
layer weights.

O(FFNN) =0((mxh)+ (hxo0))=0(mxh) Eq. (4.13)
Where m is the number of features (input layer), o is the number of outputs and /4 is the number of neurons in

the hidden layer. For example, m for the fire #1 dataset is 4, and in our practical implication (Chapter 6), / is
100.

4.5.4 SOM K-Means - time and space complexity
4.5.4.1 Time complexity

In SOM K-means algorithm, SOM is executed in the training phase and K-means is utilized
for classification (event detection). As we do not consider the offline operation here, the
time complexity of SOM K-means concerns the K-means part only. Eq. 4.14 shows the
time complexity of SOM K-means, which is the part that shortest distance between
incoming data and a cluster center is found. When the closest cluster center is found the
label of the cluster center shows the class that the data belongs to.

0(SOM K —means) = 0(m X k ) Eq. (4.14)

Where m is the number of features (or sensors) and & is the number predefined clusters in k-means. For example,
m for the fire #1 dataset is 4, and k is 3.

In fusion-based classification model, n sensor nodes run K-means classifier, which results
in a time complexity expressed in Eq. 4.15.

0(SOM K —means) =0(n xm X k) Eq. (4.15)

Where 7 is the number sensor nodes contributing to event detection, m is the number of features (or sensors) and
k is the number predefined clusters in k-means. For example, m for the fire #1 dataset is 4, k is 3 and in our
practical implication (Chapter 6), n is 5.

4.5.4.2 Space complexity

The most spacious data structure of SOM K-means is the matrix holding cluster centers in
every dimension (the number of dimensions is the number of features). These cluster
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centers are then used to determine when the input data are close to them as indicators of the
classes the input data belongs to. Cluster centers are usually in multi-dimensional space and
therefore, the space complexity of SOM K-means, as expressed in Eq. 4.16, becomes a
function of cluster centers and number of dimensions or features.

0(SOM K —means) = 0(m x k ) Eq. (4.16)

Where m is the number of features (or sensors) and £ is the number predefined clusters in k-means. For example,
m for the fire #1 dataset is 4, and k is 3.

4.5.5 Discussion on time and space complexity

Table 4.3 summarizes time and space complexity of the four mentioned supervised learning
classifiers. One conclusion that can be drawn from this table is that both time and space
complexities of all these classifiers are polynomial. Therefore, they are plausible to be run
by sensor nodes. Additionally, since they are polynomial order of one or two, they are
capable of (near) real-time event detection. In Table 4.4 we quantify variables in Table 4.3
from our practical implication (Chapter 6) to give more insight on time complexity and
space complexity of the approaches.

Decision about which are faster or less spacious in memory is not straightforward, because
complexity of classifiers are functions of different variables (Table 4.3). However, it can be
seen that DT is more likely to be the fastest, as its complexity is polynomial order one. To
have more insight on how fast DT can be, we take values of parameters from our
implementation (Chapter 6) and report them in Table 4.4. Consequently, one can conclude
that DT is 3 times faster than NB and SOM K-means and 100 times faster than FFNN.

Table 4.3: Time complexity and space complexity summary.

Classifier Time complexity Space Complexity
DT o(f) 0(z)
NB o(mxc) O(mxcxi)
FFNN O(mxh) 0O(m x h)
SOM K-means o(mxk) o(mxk)

Where fis the depth of decision tree, z is the number of nodes in the decision tree, m is the number of features (or
sensors), ¢ is the number of classes, 7 is the number of intervals, o is the number of outputs, # is the number of
neurons in the hidden layer, and £ is the number predefined clusters in k-means.

Table 4.4: Summary of time and space complexity using values from implementation of the approaches on sensor
nodes (Chapter 6).

Classifier Time complexity Space Complexity
DT 0(4) 0(16)
NB 0(4x3) 0(4 x3x180)
FFNN 0(4 x100) 0(4 x 100)
SOM K-means 0(4%x3) 0(4%x3)
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4.6 Parameter study

The internal parameters of these four classifiers have direct effect on the classification
accuracy as well as time and space complexity. Therefore, the best parameter for each
classifier should be chosen considering the tradeoff between classification accuracy and
time and space complexity.

4.6.1 Decision tree - parameter study

Once the decision tree is created for the purpose of event detection, it can be pruned.
Pruning a decision tree reduces the number of nodes and alleviates time and space
complexity. However, pruning may also reduce classification accuracy. Figure 4.10 shows
the effect of pruning on classification accuracy for Fire #1, Fire #2, and Activity datasets.
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Figure 4.10: Effect of decision tree pruning on classification accuracy for (a) Fire #1, dataset (b), Fire #2 dataset,

and (c) Activity dataset.

4.6.2 Naive Bayes - parameter study

Naive Bayes (NB) classifier works with histogram of data to find the most probable class
that incoming data belongs to. The size of histogram is a function of number of features,
number of classes and number of intervals. As the number of feature and classes are fixed
and cannot be changed, the only variable parameter is number of intervals. By looking at
Table 4.3 it can be seen that number of intervals has a direct effect on space complexity.
Figure 4.11 shows the effect of number of intervals on event detection accuracy for Fire #1,
Fire #2, and Activity datasets.
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Figure 4.11: Effect of intervals number in accuracy of Naive Bayes (NB) classifier for (a) Fire #1 dataset, (b) Fire
#2 dataset, and (c) Activity dataset.

As Figure 4.11 shows, by increasing the number of intervals, the classification accuracy
improves, while the space complexity for storing the histogram of data is increased.
However, there can also be a turning point where interval growth causes accuracy
reduction. This incident can be seen in Figure 4.11. (¢), as increase in number of intervals
1000 intervals, leads to accuracy drop off.

4.6.3 Feed forward neural network - parameter study

As shown in Table 4.3, number of neurons in Feed Forward Neural Network (FFNN)
classifier plays an important role in its time and space complexity. The number of neurons
in input and output layers is fixed. Therefore the only variable parameter is number of
neurons in the hidden layer. The effect of number of neurons in the hidden layer on
classification accuracy is shown in Figure. 4.12 for Fire #1, Fire #2, and Activity datasets.

Figure 4.12 shows that increase of neurons in the hidden layer improves classification
accuracy. However, this improvement is not constant and at some point turns into accuracy
reduction.
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4.6.4 SOM K-means - parameter study

As shown in Table 4.3, the number of cluster centers has significant effect on time and
space complexity of SOM K-means classifier. These cluster centers are in 2D space
because they are created by a self-organizing map (SOM). Figure 4.13 shows how number
of cluster center affects classification accuracy for Fire #1, Fire #2, and Activity datasets.

It can be seen from Figure 4.13 that increase of number of cluster center improves detection
accuracy to some points. After that, either the detection accuracy remains unchanged
(Figure 4.13 (b, ¢)) or drops off (Figure 4.13 (a)).
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Figure 4.12: Effect of number of neurons in hidden layer in accuracy of Feed Forward Neural Network (FFNN)
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classifier for (a) Fire #1 dataset, (b) Fire #2 dataset, and (c) Activity dataset.
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Figure 4.13: Effect of number of cluster centers in accuracy of SOM K-means classifier for (a) Fire #1, dataset (b)
Fire #2 dataset, and (c) Activity dataset.

4.6.5 Fusion-based classification model - parameter study

Two parameters appear to be effective on classification accuracy of event detection using
fusion-based classification model. The first parameter is the number of nodes contributing
to the event detection process and the second is available sensors in the network. To
analyze these effects, we perform a number of simulations on Fire #1 dataset in Matlab
using decision tree as classifier on individual sensor nodes and majority voting on the fuser
to reach a consensus (more information is available in [32]). We consider a number of
heterogeneous network schemes to study these two parameters. Table 4.5 shows the effect
of number of nodes and availability of sensors on classification accuracy.

One can conclude from results shown in Table 4.5 that event detection accuracy does not
necessarily depend on number of sensor nodes contributing to the classification process,
since the network with higher number of sensor nodes does not have the highest accuracy.
This is also supported by locality of reference fact (as discussed in Chapter 1), which is an
important element in event detection.

Therefore, distributed event detection accuracy is a direct function of most contributing
sensor(s) present in the network. In Chapter 3 it is shown that for Fire #1 dataset, CO is the
most contributing sensor. Therefore absence of this sensor can make a significant detection
accuracy drop off (Table 4.5, scenario #3). Presence of the most contributing sensors help
increase event detection accuracy.
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Table 4.5: A heterogeneous network with different number of sensor nodes and sensor types
along with event detection accuracy using decision tree
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4.7 Conclusion

Since events usually exhibit patterns, use of machine learning techniques for event
detection is appropriate. Once the event pattern is learnt by the supervised learning
approaches during the training phase, events can be detected (classified) by these
techniques (or classifiers) online.

Supervised learning techniques (classifiers) are traditionally designed for resource-rich
devices. Therefore, running them on sensor nodes with limited computational power and
resources is a challenge. Modification of these techniques and/or design of new techniques
is needed to make them suitable to run in an online, (near) real-time fashion.

To this end, we analyzed and optimized Decision Tree (DT), Naive Bayes (NB), Feed
Forward Neural Network (FFNN) in such a way that they fulfill WSN requirements in
terms of resource and computational limitation. Additionally, we proposed SOM K-means
as a new event detection method to detect events in WSNs.

We gauged applicability of these techniques in Matlab simulations to detect events hidden
in three datasets using two classification model schemes, i.e., (i) local on an individual
sensor node, and (ii) fusion-based on a group of nodes. To give an idea about resource
consumption of these techniques, we also presented the time and space complexity.

The lessons learned include:

e  Supervised learning techniques are shown to be promising for event detection in
WSN, as they are accurate and resource friendly.

e As a general guideline, high resource consumption of conventional supervised
learning techniques can be reduced by (i) converting the classifier to a
mathematical formula (or any other explicit form of business logic) which can be
simply calculated (or evaluated) on the sensor nodes, and (ii) optimizing (or
simplifying/replacing) the most time-consuming component of the formula in such
a way that entire logic is not altered.

e Local classification model and fusion-based classification model can both detect
events accurately. However the latter results in a higher event detection accuracy,
since data are classified twice.

e Every classifier has certain parameters that directly affect detection accuracy as
well as time and space complexities. The right parameters should be chosen
considering the tradeoff between time complexity, space complexity, and detection
accuracy.
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Scalability is not an important requirement for in-network event detection in
WSN:ss, since event detection accuracy does not necessarily depend on number of
sensor nodes. This strongly relates locality of reference as being a strong feature
of events.

Generally speaking, no classifier can detect all event types with high detection
accuracy. The event detection accuracy of a classifier is therefore data-dependent.
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Chapter 5°

Online Unsupervised Learning Event Detection

Absence of understanding does not warrant absence of existence.

Ibn Sina (Avicenna) (980-1037) Persian polymath.
Abstract:

Unsupervised learning techniques are promising for event detection in WSNs due to their
capability to detect unknown events. The greatest problem with existing unsupervised
techniques, however, is that they are basically designed for batch offline processing.
Therefore, to be used for event detection in WSNs, conventional unsupervised techniques
should be modified so that they are (i) less resource exhaustive and (ii) can be executed in
an online and (near) real-time manner. To enable in-network unsupervised event detection,
in this chapter we optimize the well-known K-means algorithm to be faster and less
resource exhaustive and to be able to detect events without being trained by label data in a
training phase.

5.1 Introduction

Unsupervised learning is a method of finding hidden structures in unlabeled data [120, 121,
123, 130]. This implies that unsupervised learning techniques do not need labeled data to
construct an inferring function (or classifier) to separate (or classify) data. Clustering
algorithms are one of the main approaches of unsupervised learning that work by grouping
similar data into the same clusters [120, 130]. Another approach to unsupervised learning is
‘blind signal separation using feature extraction techniques for dimensionality reduction’
that finds hidden pattern of data by transforming data into a feature-degraded domain (e.g.,
PCA and ICA) [53]. Unsupervised learning techniques have already been used in
applications such as machine perception, computer vision, natural language processing,
search engines, medical diagnosis, bioinformatics, robot locomotion, and smart

S This chapter is partially published with the following titles:

e  “Online Unsupervised Event Detection in Wireless Sensor Networks”. In: Proceedings of
the 7th International Conference on Intelligent Sensors, Sensor Networks and Information
Processing (ISSNIP 2011) [31].

o  “How Wireless Sensor Networks Can Benefit from Brain Emotional Learning Based
Intelligent Controller (BELBIC)”. In: 2nd International Conference on Ambient Systems,
Networks and Technologies (ANT-2011) [147].
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environments [131-136]. There exist various clustering techniques including K-means
[137], mixture models [138], hierarchical clustering [139], self-organizing map [103], and
adaptive resonance theory [140]. K-means groups n observations into & clusters in such a
way that each observation belongs to the cluster whose center (or its mean) is the closest
[121, 137]. Mixture models use a probabilistic model to group all observations into clusters
(or sub-observation) [120, 138]. Hierarchical clustering techniques make a hierarchy of data
clusters using a recursive function [139, 141], while self-organizing map (SOM) is a
topographic clustering technique based on a map showing nearby locations in the map as
observations with similar properties [103, 120]. Adaptive resonance theory (ART) permits
the number of clusters to change with the size of problem and allows monitoring the degree
of resemblance between members of the same clusters by means of a user-defined constant
called the vigilance parameter [53, 140].

Unsupervised learning techniques are interesting for event detection in WSNs because they
can detect events whose patterns are not known beforehand. In other words, use of
unsupervised learning methods allows to detect new type of events without availability of
labeled data or training. The greatest problem with existing unsupervised techniques,
however, is that they are basically designed for batch offline processing. In this thesis we
aim to detect event online (in matter of seconds). Therefore, to be used for event detection
in WSNs, conventional unsupervised techniques should be modified so that they are (i) less
resource exhaustive and (ii) can be executed in an online and (near) real-time manner.

In this chapter, we propose unsupervised learning techniques, which enable sensor nodes to
locally detect events. Our techniques are based on the K-means clustering algorithm, which
we modify to be less resource extensive and able to perform online clustering. The
motivation behind using K-means is its simplicity, which makes it a good candidate to be
executed on resource constrained sensor nodes.

We revisit our processing model briefly in Section 5.2. In Section 5.3, we describe the
standard K-means, while in Section 5.4 we explain our modifications to the standard K-
means to make it suitable for execution on sensor nodes in an online manner. The
simulation results in terms of event detection accuracy and computational and space
complexities are presented in Section 5.5 and Section 5.6. Section 5.7 provides an overview
of our various optimization attempts being applied to the proposed approach, while Section
5.8 concludes this chapter by drawing some conclusions.

5.2 Classification model

As mentioned in Chapter 4, regardless of the classifier being used, two classification or
processing models can be utilized for event detection techniques in WSNs. These
classification models are (i) local classification model and (ii) fusion-based classification
model. In local classification model, the event detection approach is conducted by an
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individual sensor node, while in fusion-based model, the event detection is conducted
distributedly by a group of sensor nodes. Distributed event detection can offer advantages
such as higher event detection accuracy and fault tolerability. However, local event
detection can be equally valuable for small scaled sparse networks. More details on
classification models can be found in Chapter 4.

5.3 Standard K-means algorithm

The term "K-means" was first used by James MacQueen in 1967 [142] for classification
and analysis of multivariate observations. K-means is a partitioning method that divides
data into k distinct clusters. K-means treats each observation in the dataset as an object that
has a location in m-dimensional space (m is the number of features or sensors in this
context). It groups data in such a way that objects within each cluster are as close to each
other as possible, and as distant from objects in other clusters as possible. Each cluster is
defined by its members and by its centroid (or cluster center). The centroid for each cluster
is the mean value of the members within that cluster. K-means uses an iterative algorithm
that minimizes the sum of distances from each object to its cluster center, for all clusters. In
an offline batch processing fashion, this algorithm moves objects between clusters until the
distance between members of clusters to their centers cannot be decreased further. The
result is a set of clusters that are as compact and well-separated as possible [121].

The standard K-means algorithm performs the following steps:

1. Placing K points into the space representing the center of objects being clustered.
These points represent initial cluster means.

2. Assigning each object to the cluster whose mean has the shortest Euclidean distance

(d = JZMx_y)? ) to the object.
3. Recalculating the positions of the cluster centers after a new objects is assigned to
the clusters using a regular averaging formula expressed in Eq. 5.1.

n
1
new cluster center; = ;Z X; Eq. (5.1)
i

Where, [ = (1,2,..,k), n is the total number of objects (cluster members) in the ™ cluster and X; is the

i object in the /" cluster.

4. Repeating Steps 2 and 3 till whole data is assigned to K-clusters.

The convergence of the algorithm is discussed in [130]. Figure 5.1 shows an example of
data clustering using the K-means algorithm (K=3) on our Fire #2 dataset and on
temperature sensor data.
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Figure 5.1: An example of data clustering using K-means algorithm (K=3) on Fire #2 dataset, temperature
sensor data.

5.4 An online k-means algorithm

Our aim to modify the standard K-means algorithm is to lower down its time and space
complexity. This in turn will lead to a simpler classifier to be used for fast event detection
on resource limited wireless sensor nodes. The modification of K-means should have the
same logic as standard K-means but consume less resources and be faster (to fit in our
event detection application of WSNs). Therefore we pursue the following steps:

1. The first k data are assigned to the first k event classes. By doing this the first
K-means (first k£ cluster centers) are created. We do not place k& points in space
randomly (as standard K-means) because we have no insight on data ranges at
the beginning. Assigning the first £ data to the first k£ event classes assures that
cluster centers are not off from data ranges for every sensors.

2. A tracking table is made to keep track of the previously seen data in a compact
form. The tracking table contains & columns, each representing one of the &
clusters. In each column the center of the clusters as well as the number of
populations within the respective clusters are stored. Figure 5.2 illustrates how
the tracking table looks like. The tracking table is a replacement for storing
whole data in memory in standard K-means algorithm, and therefore, conserves
memory usage.

3. The Manhattan distance between the (k+/)" data instance (the next coming

data) and k& means (center of k clusters) is calculated using Eq. 5.2.
Consequently the new data instance is assigned to the cluster whose mean has
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the shortest distance to the data. A Manhattan distance is proposed to use
because it does not need to calculate square root as Euclidean distance and,
therefore, is faster.

m
d; = lei—yil Eq.(5.2)
7

Where, j=(1,2,..k), d; is distance to j™ cluster center, m is number of features (dimensions), x; is
the i dimension of the data, and y is the center of cluster j in /" dimension.

4. After assigning the new data to one of the clusters, the tracking table should be
updated so that the population of the assigned cluster is increased by one.
Consequently, center of the cluster, which new data is assigned to, should be
updated using Eq. 5.3. In fact, Eq. 5.3 is a weighted accumulative averaging
function which updates cluster centers by giving a weight as big as the
population of the cluster, before a new member joins, to the previous cluster
center and involves the new data with a weight of 1, to calculate new cluster
center. This step keeps cluster center updated by any incoming data.

o (P x OldCenter;) + x;
i P +1

Eq. (5.3)

Where, j=(1,2,..k), yj is j™ cluster center, m is number of features (dimensions), x; is the /" dimension
of the data (i=1,2,..,m), and P;is population of ™ cluster.

5. Steps 3 and 4 will be repeated until all data instances are assigned to the &

clusters.
Clusters
Cluster 1 Cluster 2 Cluster K
Centers <C1,1,€1,2/-/C1m> <C2,1,€2,2)-,Com> <C1,Ck,2/-+,Ckm™
Population P, P, Py

Figure 5.2: The tracking table, which keeps track of previously seen data in a compact form.

The proposed algorithm has the same logic as the standard K-means algorithm and its
convergence is similar to the standard K-means, which is proved in [31, 130].

The main differences between the our proposed k-means and existing online clustering
techniques such as competitive learning [143] are:
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e Our proposed k-means is basically designed to be computationally inexpensive
and being fitted with requirements of WSNs, therefore, it uses a unique tracking
table and cluster center updating formula.

e Unlike competitive learning, in our proposed K-means no neighborhood and
topological relationship between cluster centers are defined. Therefore, the
approach updates one cluster center at the time and saves some time in updating
cluster centers.

5.5 Performance evaluation and simulation results

Performance evaluation of clustering techniques for event detection applications is not
straightforward because labeled data, to gauged the event detection (clustering) accuracy, is
often unavailable. Even if labeled data is available, finding the right cluster to assign event
types to is not trivial. Clustering techniques first group similar data together in a number of
clusters and then need to semantically give a meaning to each cluster. This semantic
indicates type of event each cluster represents. For example, let us consider a clustering
technique used for activity detection. The idea is to detect three types of events (activities),
namely, walking, sitting, and standing still. The clustering technique can group data into
three clusters, but the semantic of these clusters is unknown. Use of confusion matrices
[121] can assist in identification of type of cluster members and assigning the cluster to the
class which has the highest population. The confusion matrix is simply calculated by
summing up members of each classes (event types) within each cluster. Table 5.1 shows an
example of such confusion matrix for three clusters and three classes utilizing the real
activity data. As it can be seen in Table 5.1, cluster 1 has 75% members belonging to class
1 (standing), and 25% members belonging to class 3 (walking). The same calculation can
also be done for the other two clusters. The first observation from the confusion matrix
illustrated in Table 5.1 is that cluster 1 corresponds to class 1, because high percentage of
its members belongs to class 1. Applying the same principle leads to the conclusion that
cluster 2 and cluster 3 correspond to class 2 and 3, respectively. Another observation from
this confusion matrix is that all three clusters contain some errors. This means that they
mistakenly contain members of the other clusters (for example cluster 2 has 20.77% data of
class 1 and 33.33% data of class 3). An ideal clustering situation is similar to have no
misclassification in the way that 100% of a cluster members belong to one specific class.

Table 5.1: An example of a confusion matrix utilizing real activity dataset.

Class 1- Standing

Class 2- Sitting

Class 3- Walking

Cluster 1 75,00% 0,00% 25,00%
Cluster 2 20,77% 45,90% 33,33%
Cluster 3 0,00% 27,27% 72,73%




Inability to correctly cluster data is more common for complex datasets, in which
population of an event type (a class) is scattered among various clusters. Figure 5.3 shows
this problem in our activity dataset. As it can be seen in Figure 5.3 (a) and (b), class 1
(standing) has overlap with class 2 (sitting), as they have the same percentage of members
in cluster 1 and cluster 2. In such situations it is hard to assign classes to clusters and cause
in accuracy.

Cluster 1

M Class 1- Standing ~ m Class 2- Sitting ~ w Class 3 - Walking

2%

(a)
Cluster 2

m Class 1- Standing ~ ® Class 2- Sitting = Class 3 - Walking

(b)
Cluster 3

M Class 1- Standing ™ Class 2- Sitting ™ Class 3 - Walking

(©)

Figure 5.3: An example of poor clustering on the activity dataset presented in Chapter 3.




Two major reasons may be found for this problem, i.e., (i) complexity of the dataset and
consequently high degree of overlap between classes so that no distinct clusters can be
formed, and (ii) incapability of the classifier and its inapplicability for the given dataset.
Since we cannot do much about the data complexity, our focus is on increasing the
capability of the unsupervised learning techniques to better cluster data.

To gauge the accuracy of our technique we use three major metrics, namely detection rate,
false alarm, and rand index. Detection rate represents correctly detected events, while false
alarm represents the incorrectly detected events (misclassified events). Rand index (Eq. 5.4)
is the general accuracy of data clustering showing similarity of clustering results with actual
labeled data.

TP +TN

= T Eq. (5.4)
TP+ TN + FP + FN

RI

Where, R/ is Rand Index (0<RI/<I, 0 indicates no similarity and 1 indicates 100% similarity), TP is true positive,
TN is true negative, FP is false positive and FN is false negative.

To calculate detection rate, false alarm, and rand index, we perform a number of
simulations. These simulations are conducted using Matlab R2010b. The datasets were
introduced and analyzed previously in Chapter 3. Table 5.2 and Table 5.3, and their
graphical representation in Figures 5.4 and 5.5 present the performance evaluation of our
proposed online K-means and standard K-means on Fire #1, Fire #2 and Activity datasets.
All simulations are repeated for 1000 times and the mean values are reported.

Table 5.2: Detection rate and false alarm rate of standard and online K-means techniques on Fire #1, Fire #2, and
Activity datasets.

Standard K-means Online K-means
Detection accuracy False Alarm Detection accuracy False Alarm
Activity Dataset 50.91% 49.09% 48.58% 51.48%
Fire #1 Dataset 86.23% 13.77% 85.68% 14.32%
Fire #2 Dataset 56.80% 43.20% 57.50% 42.50%
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Figure 5.4: Detection rate and false alarm rate of standard and online K-means techniques on Fire #1, Fire #2, and
Activity datasets.

Table 5.3: Rand Index of standard and online K-means techniques on Fire
#1, Fire #2, and Activity datasets.

Standard Komears
Activity Dataset
Fire #1 Dataset 94.82% 94.42%

Fire #2 Dataset
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Figure 5.5: Rand Index of standard and online K-means techniques on Fire #1, Fire #2, and Activity datasets.

It can be observed that the difference between performance of our online K-means and the
standard K-means is not high. On Activity and Fire #1 datasets, accuracy and false alarm of
standard K-means are better. The rand index is also better. Accuracy, false alarm, and rand
index of our online K-means, however, is better on Fire #2 dataset.

5.6 Computational and space complexity

Computational and space complexities are also key metrics for algorithms being developed
for WSN applications as they give an insight on how resource exhaustive the algorithms
are. In what follows we analyze computation and space complexity of the online and
standard K-means algorithms.

5.6.1 Computational complexity

Computational complexities of the online and standard K-means in terms of the big-O
notation are the same and are expressed using Eq. 5.5.

O0(K-means) = 0(k x m) Eq. (5.5)
Where, k is number of cluster centers and m is number of features (sensors). For example, for fire #1 dataset, m is
4 and £ is 3.

Equation 5.5 implies that when a new data instance arrives, its distance to all cluster centers
is calculated in the multidimensional space and it is then assigned to the closest cluster.
This part is the most time consuming part of the algorithm. Therefore, (k X m)
comparisons are needed for each data instance. In standard K-means the distance

84




calculation is usually done using the Euclidean distance. Due to the fact that we have
replaced the Euclidean distance with Manhattan distance, the distance calculation cost is
considerably alleviated. To show this difference, we ran 100 time distance calculation on a
HP laptop with Intel Dual Core 2,5 GHz CPU with 4 GB RAM. The average running time
of distance calculation for each algorithm is reported in Table 5.4. It can be seen that
calculation of the Manhattan distance is (1.44 times) faster than Euclidean. Although,
Manhattan distance is faster, Euclidean distance usually results in a better accuracy (more
details is available in [31]).

Table 5.4: Average time required to calculate distance functions.

Distance Measurement Average Running Time
Manbhattan distance 2.6033e-006 sec.
Euclidean distance 3.7490e-006 sec.

5.6.2 Space complexity

Standard K-means was developed for offline batch processing. Therefore, it needs to hold
the entire dataset in memory. Since the online K-means is designed for sensor nodes, it is
able to work with limited amount of data and therefore consumes less memory. Table 5.5
reports the space complexity of the online and the standard K-means algorithms in terms of
the Big-O notation.

Table 5.5: Memory complexity of the modified K-means and the standard K-means algorithms.

Standard K-means f(@) = 0[(n + k)m]

Proposed algorithm f(n) = 0(m X k)

Where , n is total data, m is dimension of data (number of features) and 4 is number of clusters (or classes). For
example, for fire #1 dataset, m is 4, n is 1400, and & is 3.

It can be seen from Table 5.5 that for the standard K-means algorithm, £ means (k cluster
centers) and the entire data instances in an m dimensional space need to be stored inside the
memory. The online K-means algorithm, however, requires only to keep the tracking table
in memory. The tracking table is a table of k£ columns and m rows, where k is number of
classes and m is number of features. Unlike the standard K-means, the space complexity of
the online K-means algorithm is independent of number of inputs and requires therefore
less memory.

5.7 Other possible variations of the online K-means technique

Clustering techniques differ in terms of how they (i) find similarity (or distance) between
new data instances and existing clusters and (ii) update clusters upon availability of new
data instances. In standard K-means the distance is (usually) calculated using Euclidean
distance and the cluster centers are updated by calculating the mean value of the current
cluster members. The online K-means technique uses Manhattan distance and an
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accumulative averaging technique is used for updating the cluster centers. Performance of
online K-means may therefore be improved by changing the distance function or updating
the cluster centers differently. In what follows we investigate a number of possibilities to do
SO.

5.7.1 Online K-means with BELBIC (brain emotional learning based intelligent
controller)

Lucas et al. [42] have developed a computational model based on the limbic system in the
mammalian brain. The model, called brain emotional based intelligent controller
(BELBIC), uses the network model developed by Moren and Balkenius [43] to model
emotional part of brain. The block diagram of BELBIC is illustrated in Figure 5.6. BELBIC
has been employed as a feedback controller in control design problems [144]. Lucas and his
colleagues use the term emotional learning for the emotional control process of the
BELBIC model. In emotional learning, emotions are produced by the performance of the
output and are used as a reinforcement mechanism to the learning process. The emotional
learning algorithm has three distinctive properties compared with other learning
methodologies [145]. Firstly, one can use very complicated definitions for emotional signal
without increasing the computational complexity of algorithm or worrying about
differentiability or renderability into recursive formulation problems. Secondly, the
parameters can be adjusted in a simple intuitive way to obtain the best performance.
Finally, the training is very fast and efficient [145].

B
+ =
Emot»o(réasl )S»gnal Amyodsl
Thalamus [
=
Sensory Input ‘ D
) Orbitofrontal Cortex "+~ Model Output
Sensory Cortex

Figure 5.6: Block diagram of BELBIC [146].

BELBIC is an error reduction system that can be merged into any system to reduce the
system error. We previously combined BELBIC together with neural networks in order to
improve accuracy of neural networks [147]. Now we use BELBIC to update K-means
cluster centers.
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As mentioned earlier, BELBIC is an error reduction system. This system accepts error as its
input and generates an output for lowering system error. For our online K-means algorithm,
error is the distortion factor (distance between data and cluster center) that causes
inaccuracy by making the clusters sparse. Our aim is to reduce distortion factor to make
denser and better-shaped clusters. Finding the best updating formula, which integrates
BELBIC output with the original cluster updating formula requires extensive research. We
have explored many possibilities to integrate output of BELBIC with center updating
formula and after performing extensive simulations have found that Eq. 5.6 is the best we
could find to update the cluster centers.

[(E x old cluster center) + X] Eq. (5.6)
1+E

new cluster center =

Where E is output of BELBIC (Eq. 5.7) and X is the new cluster member.

E=) 4= 0, Eq.(5.7)

Where i is the number of neurons in BELBIC and 4 is output of Amygdala (Eq. 5.8) and O
is output of Orbitofrontal cortex (Eq. 5.9)

A =S xV; Eq. (5.8)
Where S; is error signal (distortion factor) and V; is Primary Reward (Eq. 5.10)
0; =S; xW, Eq. (5.9)
Where §; is error signal (distortion factor) and #; is output od Sensory cortex (Eq. 5.11)
Eq. (5.10)
AV; = a| max| 0,S;| Stress — ZA}-
j

Where, a is learning rate, S; is error signal (distortion factor) and Stress is stress signal (Eq.
5.12)

Eq. (5.11)
AW; =B SL-Z(OJ- — Stress)
j

Where, B is learning rate, S; is error signal (distortion factor) and Stress is stress signal (Eq.
5.12)
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Stress = Error? Eq. (5.12)

Where, Error is the distortion rate, the Manhattan distance from new member of a cluster to
its cluster center.

5.7.1.1 Simulation results

We simulated our proposed online K-means algorithm with BELBIC in Matlab and
compared it with standard K-means and online K-means. Tables 5.6 and 5.7, and their
graphical representation in Figures 5.7 and 5.8 report our simulation results on Fire #1 ,
Fire #2, and Activity datasets.

Table 5.6: Detection rate and false alarm rate of online K-means with and without BELBIC and standard K-means,
on fire #1, fire #2and activity datasets.

Online K-means with BELBIC Online K-means Standard K-means
Detection Rate False Alarm Detection False Detection Rate False Alarm
Rate Alarm
Fire #1 dataset 74.66% 25.34% 85.68% 14.32% 86.23% 13.77%
Fire #2 dataset 55,85% 44,15% 57.50% 42.50% 56.80% 43.20%
Activity 47.54% 52.46% 48.58% 51.48% 50.91% 49.0942%
dataset
90,00%
80,00%
70,00%
60,00%
5000% S
u Fire #1 dataset
40,00% +  mFire #2 dataset
 Activity dataset
30,00%
20,00%
10,00% O S
0,00%
Detection Rate False Alarm Detection Rate False Alarm Detection Rate False Alarm
Online K-means with BELBIC Online K-means Standard K-means
Detection rate and false alarm rate of online K-means with and without BELBIC and standard K-means, on fire #1, fire #2 and activity
datasets

Figure 5.7: Detection rate and false alarm rate of online K-means with and without BELBIC and standard K-
means on Fire #1, Fire #2, and Activity datasets.
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Table 5.7: Rand Index of online K-means with and without BELBIC and standard K-means on Fire
#1, Fire #2, and Activity datasets.

Rand Index
Online K-means with BELBIC Standard K-means Online K-means
Activity Dataset 50.71% 55.00% 51.96%
Fire #1 Dataset 84.25% 94.82% 94.42%
Fire #2 Dataset 59.37% 62.57% 63.47%
100,00%
90,00%
80,00%
70,00%
o ——— —_—
so00% ——
wooox afie 2 ataset
3000% 1
20,00%
10,00%
oo Online K-means with BELBIC Standard K-means Online K-means
Rand Index of online K-means with and without BELBIC and standard K-means on fire #1, fire #2 and activity datasets

Figure 5.8: Rand Index of online K-means with and without BELBIC and standard K-means on Fire #1, Fire #2,
and Activity datasets.

It can be seen that, online K-means with BELBIC has the lowest detection rate and the
highest false alarm. This can be because of the best integration of BELBIC with K-means is
unknown and needs further research. As mentioned earlier, BELBIC receives error signal
and produces error reduction signal. This error reduction signal then can be integrated with
the main systems in many ways [147]. We have tried several center updating equations and
Eq. 5.6 led to our best accuracy. However, further investigation on the issue of center
updating is required to improve the results.

5.7.2 Online nested K-means (K-means within K-means)

The idea behind nested K-means is to cluster data and then to do another clustering within
each cluster. The motivation here is to re-cluster the misclassified clusters to improve the
classification. Considering the example illustrated in Figure 5.3, the idea is to investigate
whether the second round of classification on each cluster can lead to more distinct classes.

Algorithm of nested K-means is, therefore, running K-means one more time within each
cluster. Number of final clusters is then K. For example, if K = 3 (grouping data into 3
clusters), by running nested K-means the number of clusters at the end is 9. The problem is
now how to turn K? clusters to K clusters, because K-means should cluster data into K
clusters and not more. To address this problem, we merge every 3 clusters whose cluster
centers have the shortest distance to each other to end up with 3 clusters again.
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5.7.2.1 Simulation results

We simulated our proposed online nested K-means algorithm in Matlab and compared it
with standard K-means and online K-means. Tables 5.8 and Table 5.9 and their graphical
representation in Figures 5.9 and 5.10 present our simulation results on the Fire #1 , Fire
#2, and Activity datasets.

Table 5.8: Detection rate and false alarm rate of online nested K-means for Fire #1, Fire #2, and Activity datasets.

Online nested K-means Online K-means Standard K-means
Detection False Alarm | Detection | False Alarm Detection False Alarm
Rate Rate Rate
Fire #1 70.50% 29.50% 85.68% 14.32% 86.23% 13.77%
dataset
Fire #2 54.31% 45.69% 57.50% 42.50% 56.80% 43.20%
dataset
Activity 47.36% 52.64% 48.58% 51.48% 50.91% 49.0942%
dataset
90,00%
80,00%
70,00%
60,00%
50,00%
o Fire #1 dataset
40,00% ® Fire #2 dataset
= Activity dataset
30,00%
20,00%
10,00%
0,00%
Detection Rate False Alarm Detection Rate False Alarm Detection Rate False Alarm
Online nested K-means Online K-means Standard K-means.
Detection rate and false alarm rate of online nested K-means for fire #1, fire #2 and activity datasets

Figure 5.9: Detection rate and false alarm rate of online nested K-means for Fire #1, Fire #2, and Activity
datasets.

Table 5.9: Rand Index of online nested K-means for Fire #1, Fire #2, and Activity datasets.

Rand Index
Online nested K-means Standard K-means Online K-means
Activity Dataset 50.48% 55.00% 51.96%
Fire #1 Dataset 79.57% 94.82% 94.42%
Fire #2 Dataset 58.87% 62.57% 63.47%
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Figure 5.10: Rand Index of online nested K-means for Fire #1, Fire #2, and Activity datasets.

One may note that use of nested K-means also does not improve the results. This is because
by doing the second round of clustering, error of the first round of clustering is propagated
to the second round and makes the final result less accurate. This effect is more visible in
simple datasets such as Fire #1, in which the accuracy drop off is higher than complex
datasets such as Activity dataset. One can conclude here that simple datasets should not go
through the second round of clustering.

5.7.3 Online merged K-means

The idea of online merged K-means is very similar to the nested K-means. We observed
that by clustering data into K clusters and then re-clustering them into K* clusters, it is
possible of better separate the data. However, merging K* clusters into K clusters is a
crucial task in order to not impose more error. In online merged K-means we use an
agglomerative algorithm to merge K* clusters into K clusters. An agglomerative algorithm
is a bottom up clustering algorithm that initially considers each data as one separate cluster
and then merges clusters recursively together to reach the number of desired clusters [141,
148, 149]. Therefore, K? distinct clusters are merged into K clusters in such a way that
clusters closer to each other are merged together and make one bigger cluster.

5.7.3.1 Simulation results

We simulated our online merged K-means algorithm Matlab and compared it with standard
K-means and online K-means. Table 5.10 and Table 5.11 and their graphical representation
in Figures 5.11 and 5.12 present our simulation results on Fire #1, Fire #2, and Activity
datasets.
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Table 5.10: Detection rate and false alarm rate of online merged K-means for Fire #1, Fire #2, and Activity

datasets.

Online merged K-means

Online K-means

Standard K-means

Detection
Rate

Detection
Rate

False Alarm

False Alarm

Detection
Rate

False Alarm

Fire #1
dataset

72.92%

27.08% 85.68%

14.32%

86.23%

13.77%

Fire #2
dataset

53,91%

46,09% 57.50%

42.50%

56.80%

43.20%

Activity
dataset

47.88%

52.12% 48.58%

51.48%

50.91%

49.0942%
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Figure 5.11: Detection rate and false alarm rate of online merged K-means for Fire #1, Fire #2, and Activity

datasets.

Table 5.11: Rand Index of online merged K-means for Fire #1, Fire #2, and Activity datasets.

Rand Index
Online merged K-means Standard K-means Online K-means
Activity Dataset 51.15% 55.00% 51.96%
Fire #1 Dataset 82.34% 94.82% 94.42%
Fire #2 Dataset 59.37% 62.57% 63.47%
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Figure 5.12: Rand Index of online merged K-means for Fire #1, Fire #2, and Activity datasets.

We observe that online merged K-means performs better than online nested K-means.
However, there are still signs of error propagation, because the results are less accurate than
standard K-means and online K-means. Therefore, further investigation is required for
merging K clusters into K clusters in order to increase the accuracy and to prevent error
proliferation.

5.8 Conclusion

In this chapter, we propose local online unsupervised event detection techniques for WSNs.
The well-known K-means clustering algorithm is the underlying technique of our proposed
techniques. Motivation behind choosing K-means is its simplicity, which makes it a good
candidate for being executed on sensor nodes. Time and space complexities of these
algorithms are presented to show their applicability for WSNs. The lesson learned include:

e As expected, accuracy of unsupervised event detection is lower than supervised
event detection (see Chapter 4).

e Unsupervised learning event detection techniques require availability of a
semantic (event type) for each cluster to indicate the type of event being detected.
Although our technique is able to detect events in an online manner, the semantic
itself is found in an offline manner utilizing labeled data. To detect events by
unsupervised event detection schemes in absence of labeled data, an expert system
is needed to give the semantic to the clusters either online or offline (base on the
requirements).

e  Although a bit lower, event detection accuracy of our online K-means algorithm is
very close to the standard K-means. We believe that by changing the cluster center
updating formula and distance calculation, this accuracy can be improved even
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more. In any case, the advantage offer by our proposed technique is its ability to
detect events online and being optimized to be executed on sensor nodes.
Increasing complexity of K-means algorithm (e.g., adding a BELBIC as
Subsection 5.7.1) does not necessarily improve the accuracy of event detection.
Increasing complexity of K-means can even cause accuracy drop off (as it is
shown in Section 5.7).
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Chapter 6

Practical Implications

As complexity rises, precise statements lose meaning and meaningful statements lose
precision.

Lotfi A. Zadeh (1921) Father of fuzzy logic and founder of soft computing.
Abstract:

In Chapter 4 and 5, we discussed our proposed event detection approaches and
demonstrated their applicability in simulation environment. Additionally, we calculated
time and space complexities of the approaches in terms of big-O notation to demonstrate
that they are resource friendly for sensor nodes. In this chapter, we analyze practical
implications of our proposed event detection techniques and present their code size,
execution time, and energy consumption footprints when they are implemented on TelosB
sensor nodes.

6.1 Introduction

In the previous chapters, we presented our event detection approaches and evaluated them
on three real datasets in Matlab simulation environment. Appropriateness of the proposed
approaches are already proven through their reasonably high detection accuracies and low
time and space complexities. Investigation of applicability of the proposed techniques will
not be complete without evaluating their performance in a real setting and without their
actual implementation on wireless sensor nodes. In this chapter, we therefore, describe our
real implementation and evaluation.

Among many available types of wireless sensor node platforms, we choose TelosB sensor
node for real implementation of our approaches. TelsoB is basically designed for low-
power research development and lab experimentations. Additionally, it is programmed in
nesC, i.e., a dialect of C language, and utilizes TinyOS, i.e. an open source embedded
operating system. This open-source platform enables us to easily program our techniques
on the sensor nodes.

In this chapter, we first briefly introduce TelosB sensor node platform and TinyOS
operating systems in Sections 6.2 and Section 6.3, respectively. We then discuss our
implementation procedure and set up in Section 6.4 and Section 6.5. In Section 6.6, we
present a set of performance metrics to analyze applicability of our proposed techniques to
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WSNs, while in Section 6.7 we report results of our performance evaluation. Section 6.8
concludes this chapter and presents lesson learned.

6.2 TelosB Platform

MEMSIC’s TelosB is designed for low-power research development and wireless sensor
network experimentation [150]. This sensor node comes in two versions, i.e., TPR2400
Processor Radio and TPR2420 Mote that are both open-source. The TelosB platform was
developed and made available to the research community by UC Berkeley. The TPR2400
and TPR2420 package all the fundamentals for laboratory studies into a single platform
containing USB programming capability, an IEEE 802.15.4 radio with integrated antenna, a
low-power MCU with extended memory and the following features [150]:

» IEEE 802.15.4 compliant RF transceiver

e 2.41t02.4835 GHz, a globally compatible ISM band
* 250 kbps data rate

* Integrated Onboard Antenna

* 8 MHz TI MSP430 microcontroller with 10kB RAM
*  Low current consumption

*  1MB flash for data logging

*  Programming and data collection via USB

e Runs TinyOS 1.1.11 or higher

Embedded Antenna
o
[
3 802.15.4
.3 Radio
3 L
3 ogger
Or— Flash
3
g $ i
= MSP430
[ p controller
Analog I/0
Temp/ 1< Digital /O u
Humidity
Sensor J ]
Light
Sensor
USB
O Connector O

(@ (®)
Figure 6.1: (a) Block diagram and (b) real look of MEMSIC’s TelosB sensor node and (taken from [150]).
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The TPR2420 comes with the integrated light, temperature and humidity sensors. Figure
6.1 (a) shows a block diagram of MEMSIC’s TelosB sensor node while Figure 6.1 (b)
depicts how it looks in real.

6.3 TinyOS

TinyOS is an open source, BSD-licensed operating system being designed for low-power
wireless devices, such as sensor nodes [151, 152]. TinyOS is an embedded operating
system, which was initially brought up through a collaboration between the UC Berkeley,
Intel Research, and Crossbow Technology and has since grown to an international
consortium, i.e., the TinyOS Alliance [153, 154].

TinyOS applications are developed in nesC that is optimized for the memory constraint
sensor nodes. TinyOS programs are built from software components, some of which
present hardware abstractions. The components are connected to each other by interfaces.
TinyOS provides interfaces and components for common abstractions such as packet
communication, routing, sensing, actuation and storage. TinyOS code is linked with
program code and is compiled into a small binary file by a custom GNU toolchain [151,
153, 154].

6.4 Classifiers and dataset

We decide to implement our Feed Forward Neural Network (FFNN), Naive Bayes (NB),
Decision Tree (DT), and SOM K-means based event detection approaches with the fusion-
based model. The motivation behind choosing the fusion-based model, in which sensor
nodes communicate with each other, is to be able to get a complete footprint including
communication overhead. We choose Fire #1 dataset to test these approaches. In fact, the
type of dataset is not a key factor in this implementation, because our aim is to understand
how much resources our techniques require to be executed by sensor nodes and what is
their overall performance in terms of detection accuracy, time, and resource consumption.
This will shed some light on how reliable and realistic our simulation results were. By
changing the datasets all footprints, except event detection accuracy, will remain intact.

The following schemes are used in implementation of the fusion-based event detection
techniques:

e  FFNN: event detection is performed by FFNN classifiers distributedly and the data
fuser also uses an FFNN classifier to fuse decisions and to make the final decision
about occurrence of events. We consider an FFNN classifier with 100 neurons in
its hidden layer (similar to simulations of Chapter 4) and Eq. 6.1 as the arithmetic
formula of FFNN classifier:
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Where, E is output of FENN, & is number of hidden layers, Z is weight of edges from hidden layer to
output layer, m is number of features (sensors) , X is input vector (sensor data) , W is weights of edges
from input to hidden layer, B is bias in hidden layer, and b, is bias in output layer.

NB: event detection is performed by NB classifiers distributedly and the data fuser
also uses a NB classifier to fuse decisions and to make the final decision about
occurrence of events. We consider 180 intervals (similar to simulations of Chapter
4) for NB classifiers.

DT: event detection is performed by DT classifiers distributedly. The data fuser
uses majority voting to fuse decisions and to make the final decision about
occurrence of events. Depth of DT is set to 4 for fire detection (similar to
simulations of Chapter 4).

SOM K-means: event detection is performed by SOM K-means distributedly. The
data fuser uses majority voting to fuse decisions and to make the final decision
about occurrence of events. SOM K-means uses a 3-by-3 self-organizing map
(similar to simulations of Chapter 4).

The reasons behind using majority voting on the data fuser for DT and SOM K-means
classifiers are:

In our previous studies we investigated DT (as event detector technique) and
reputation theory (as data fuser) for fusion-based event detection [8, 33] and found
out this combination to be promising. Reputation theory, in certain situations
(when all of the sensor nodes are identical) turns into majority voting. Therefore,
having an implemented version of reputation-based data fusion is useful for further
studies.

Majority voting is simple and can also be accurate in various applications. It is
handy to have a footprint of a simple voting technique for further research and
investigation.

6.5 Experimental set up

In our experimental set up, we connect one sensor node, as a gateway, to a laptop through a
USB connection. The gateway sends Fire #1 dataset (see Chapter 3) to four sensor nodes
for fusion-based event detection. The result of event detection by four sensor nodes is then
transmitted to a data fuser. The data fuser fuses the results and sends the final decision
about occurrence of an event back to the gateway. Upon receipt of the final decision, the
gateway transfers the result to the laptop through the USB connection. Figure 6.2 shows
how we set up the sensor nodes for the experiment.
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Figure 6.2: Experimental set up in the lab for testing our event detection approaches.

We developed an application in to be executed on a Linux laptop to transfer records of the
dataset one by one to the gateway. When the gateway receives each record from the USB
port, it broadcasts it to the sensor nodes. The gateway is also responsible to collect event
detection results from the data fuser and to transfer them to the laptop. Figure 6.3 shows a
snapshot of the application’s GUI running on the laptop.
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Figure 6.3: GUI of the designed application for connecting the laptop to a gateway node.

The channel access protocol for sensor nodes is Carrier Sense Multiple Access with
collision detection (CSMA/CD). In CSMA/CD protocol, each device checks the medium to
see whether it is idle or busy. If the medium is idle, the device begins to transmit its first
frame. If another device has tried to send its frame at the same time, a collision occurs and

99




both frames are discarded. Each device then has to wait for a random amount of time and to
retry until successfully transmits its frame [155].

Our application on the laptop side logs every transmissions by storing information such as
end-to-end delay and the event decision of the data fuser.

The following considerations are applied to our experimental set up:

e If a packet is lost somewhere in the system, the whole system waits for the lost
packet for 5 seconds. If the packet is not found, the same data is sent again.

e As illustrated in Figure 6.4, 16 Bytes are used to store data (suitable for sending
up to four floating point data).

e The data packets from each sensor node are distinguished by their header. An ID
of 0 is given to the gateway, 1 to the sensor node 1, 2 to the sensor node 2, 3 to
the sensor node 3, 4 to the sensor node 4, and 5 to the data fuser. ID size is 1 Byte.

e The type of data packet, i.e., data, event detection from sensor nodes, event
detection result of the data fuser, is recognizable by a ‘type’ field in the header.

1Byte 1 Byte 16 Byte

Figure 6.4: Sample packet that contains a header section (red color) and data section (blue color).

6.6 Metrics

To get the footprint of the fusion-based approaches we calculate the following metrics:

*  Processing time on sensor node: amount of time spent by a sensor node to run a
classifier to determine locally whether an event has occurred.

*  System time: amount of time spent for the whole setup to have the event detection
result reported to the laptop.

»  Code size: size of code on a sensor node’s flash memory.

»  Data size: amount of data stored on RAM of a sensor node. Data size is calculated
by summing up the space being occupied by the variables and arrays.

* Average communication time for one time data transmission: average time
required for a packet to be sent by a sensor node (sender) and received by another
sensor node (receiver).

* Average total communication time: Average amount of time expressed in
system time which is spent for communication.
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*  Processing energy cost: energy required by a classifier for each time run (Eq.
6.2). This formula is specific to TelosB sensor nodes derived from its datasheet
[150, 156].

Processing Energy Cost (n£W) = Processing time (ms) X 1.8 (mA) x 3000 (mV) Eq. (6.2)

* Data sending energy cost: energy that is required to send a packet (Eq. 6.3). This
formula is specific to TelosB sensor nodes, where there is no other networking
overhead, derived from its datasheet [150, 156].

Data Sending Energy Cost (uW) Eq. (6.3)
_ Packet size (Bytes)

250 x 1058 < 174 (mA) X 3000(mV)

* Data receiving energy cost: energy required for receiving a packet (Eq. 6.4). This
formula is specific to TelosB sensor nodes, where there is no other networking
overhead, derived from its datasheet [150, 156].

Data Receiving Energy Cost (uW) Eq. (6.4)
_ Packet size (Bytes)

250 x 1098 <188 (mA) x 3000(mV)

6.7 Footprints and empirical results

In the previous sections we have described the lab set up and metrics to calculate footprints
of the fusion-based approaches. Table 6.1 summarized processing time of a sensor node and
the whole system for the event detection techniques.

Table 6.1: Footprint on processing time

Processing time on a sensor node (in milliseconds) System time (in milliseconds)

Min Avg Max Min Avg Max

FFNN 1376 1453.60 1502 3021 3161.80 3314

NB 11 14.69 16 293 408.06 633
Algorithm: 1 Algorithm: 1.91 Algorithm: 3

DT 268 385.06 502
Data fuser: 1 Data fuser: 1.03 Data fuser: 2
- Algorithm: 7 Algorithm: 8.02 Algorithm: 9

SOM K £ £ £ 274 388.50 519
Means Data fuser: 1 Data fuser: 1.02 Data fuser: 2

Table 6.1 reports time required for execution of the approaches on sensor nodes for
analyzing 600 data instances (except FFNN that is tested by 20 instances of data that we
will discuss this issue later in this section) and reporting their min, max and average. The
reason the same approach takes different time for every data instance is because of
interrupts to CPU. TinyOS is a single task operating system but it is interruptible (by
sources such as clock and receiver) [6, 150, 154]. Therefore, occurrence of interrupts,
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specially by receivers, cause some time delay in processing task of classifier. According to
Table 6.1, DT has the least processing time on a sensor node and as such is the fastest
classifier while FFNN is the slowest. Additionally, we can see that majority voting
technique is a fast data fusion technique for sensor nodes. The reason that FFNN is slow is
the complicated arithmetic operation, including two times tansig calculation (Eq. 6.1), it
has to do. Regarding the system time, we can see that most of the time is spent on
communication rather than on data processing. This is because the system time is
combination of processing time (on sensor nodes and on data fuser) and communication
time between nodes. From Table 6.1 one can notice that processing time on system level is
somehow insignificant, therefore, the system time is mostly spent on communication. This
fact can also be witnessed in Table 6.5, which shows time required for communication is
greater than processing time on sensor nodes.

Table 6.2 summarizes the energy consumption for classification task running on single
sensor nodes (being a normal sensor node or the data fuser), as well as for data transition.

Table 6.2: Footprint on energy consumption.

FFNN NB DT SOM K-means
Average processing 7,84944 (mW) 0,07930278 (mW) Sensor node: Sensor node:
energy cost in a 0,01026216 (mW) 0,0432945 (mW)
sensor node (in Data fuser: Data fuser:
milliwatt) 0,005562 (mW) 0,00549018 (mW)
Communication 0,0300672 (mW) per sending one time data (for all the classifiers)
energy cost 0,0324864 (mW) per receiving one time data (for all the classifiers)
(milliwatt) 0,1876608 (mW) per onetime event detection in our experimental set up (for all the

classifiers)

According to Table 6.2, required energy for running a classifier is a function of time the
classifier takes from CPU. This is also shown in Eq. 6.2. Therefore, majority voting and DT
require less energy and FFNN requires more energy to be run on a sensor node. However,
data transfer is not a function of classifier. Since the packet size for all classifiers is the
same, sending and receiving this packet consumes equal energy for all classifiers.

Table 6.3 compares code size, data size, and detection accuracy of our implemented event
detection approaches. The obtained accuracy in implementation is the same as Matlab
simulation when data and classifier (and its parameters such as weights in FFNN) are the
same.
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Table 6.3: Footprints on memory consumption and detection accuracy.

Code size Data size accuracy

FFNN 23032 Bytes 1640 Bytes 99.83%

NB 28238 Bytes 8687 Bytes 92.07%

DT 17900 Bytes 28 Bytes 98.60%
50 Bytes (data fuser)

SOM K-means 17662 Bytes 194 Bytes (sensor node) 94.00%
50 Bytes (data fuser)

From Table 6.3 one can conclude that NB takes more space for code and data. SOM K-
means has the least code size and DT requires the least memory space for storing data
(because of its set of if-then-else rules). Justifying detection accuracy is somewhat
complicated. This is because of following reasons:

e All classifiers are tested by 600 data instances and their average accuracies are
reported. However, FFNN is tested by 20 data instances. This is because in our
experimental set up, the driver in Linux for connecting the gateway to the laptop
stop working after sending 20 packages. This bug happens because FFNN takes
long time for data processing. We could not solve this problem because it resides
in the OEM driver software.

e Event detection accuracy is always data-dependent. A best working classifier for
Fire #1 dataset is never best working classifier for all other kinds of datasets (for
more details readers are referred to Chapter 4).

Table 6.4 reports metrics for communication time for sending a 18 Bytes data packet, as
shown in Figure 6.4, from a node to another as well as the average time consumed in the
system for communication (based on the aforementioned experimental set up) .

Table 6.4: Footprints on communication time.

Average communication time for one Average total communication time for
time data transmission the experimental set up
FFNN 46.9 (ms) 234.6 (ms)
NB 71.7 (ms) 358.7 (ms)
DT 72.3 (ms) 361.6 (ms)
SOM K-means 71.1 (ms) 355.3 (ms)

As mentioned earlier, communication time and energy consumption are not dependent on
the type of the classifier and are the same for all classifiers. Table 6.4 shows that the
communication time is almost the same for different classifiers. However, values reported
by FFNN are different than others. As mentioned earlier, this is because in our
experimental set up, the driver in Linux for connecting the gateway to the laptop stop
working after sending 20 packages. We could not solve this problem because it resides in
the OEM driver software.
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6.8 Discussion and conclusion

We implemented our Feed Forward Neural Network (FFNN), Naive Bayes (NB), Decision
Tree (DT), and SOM K-means based event detection approaches with the fusion-based
model and report their implementation footprints in this chapter. This chapter provides
extra evidences on applicability of our approaches to WSNs. It also provides metrics to
show how time and resource exhaustive these algorithms are. The lessons learned in this
chapter include:

e Asitcan be seen from Table 6.1, FFNN is heavy to be executed on TelosB. This is
because we use fansig in the formula (Eq. 6.1) which is a complicated arithmetic
function. By removing fansig or lowering down the number of neurons in the
hidden layer, we can speed up execution of FFNN on sensor nodes. However,
speeding up the FFNN can also cause accuracy drop off (see Chapter 4 for
parameters study of FFNN).

e As it can be seen from Table 6.3, the memory footprint of NB and FFNN are
higher than the rest because NB and FFNN require to hold data distribution and to
store weights in memory, respectively.

e As it can be seen from Table 6.3, decision trees and SOM K-means have the
lowest code and data footprints for execution. This is due to their simplicity, which
leads to less space requirement.

e DT is the fastest algorithm for fire detection in terms of both processing time and
total communication time (with average required processing time of 1.9 ms [see
Table 6.1.] and average total communication time of 361 ms [see Table 6.4]).
Using DT, in average 156 events can be detected in a minute (or 2.6 events in a
second).

e  Assuming that each AA batteries of sensor nodes is 1500 mAh, 1.5V and sensing
by sensors (temperature and relative humidity, for example) costs 3 mW [157],
detecting events by DT costs 0.01 mW (Table 6.2) and sending data costs 0.03
mW (Table 6.2). By only doing these operations nonstop, in an idle situation
where there is no other networking overhead, batteries will last for 1480 hours or
61 days on a sensor node.
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Chapter 7

Conclusions

If you justify one mistake with one thousand reasons, you will end up with one thousand
and one mistakes!

Ibn Sina (Avicenna) (980-1037) Persian polymath.
Abstract:

This chapter concludes the thesis by presenting an overview of the thesis contributions,
discussing the research achievements, and highlighting the lessons learned. At the end of
this chapter we outline future directions of this research.

7.1 Thesis overview

Event detection is a significant functionality of WSNs, as it can manage huge amount of
data generated by sensor nodes, and has the ability to alert when and where events of
interest occur. This thesis tackles the problem of time critical event detection in WSN by
proposing fast, accurate, in-network event detection techniques using artificial intelligence
(AI). We summarize the content of the thesis as follows:

Chapter 1 discusses the motivation and significance of event detection functionality of
WSNs in details. Motivations for conducting in-network event detection in WSNs is
twofold: (i) efficiently managing data produced by sensor nodes in such a way that data
resolution is preserved and the amount of communications between sensor nodes are
minimized, and (ii) accurately and fast detecting events of interest. Generally, event
detection should be conducted within a certain (pre-defined) timeframe. Event detection
applications may pose time critical or best effort time constraints on event detection
process. This thesis tackles the problem of time critical event detection in WSNs by
utilizing artificial intelligence (Al) techniques. The motivation behind using Al algorithms
and in-network event detection is their potential to overcome existing challenges and
concerns in WSNs in terms of dealing with unreliability and resource constraints of sensor
nodes as well as adaptability and heterogeneity.

Chapter 2 reviews existing event detection approaches designed for WSNs, analyzes, and
classifies them based on their underlying detection techniques. Event detection techniques
are classified in four main classes, i.e., (i) threshold-based, (ii) pattern matching based, (iii)
model-based, and (iv) Al-based. This chapter concludes that Al-based approaches are more
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prominent for event detection functionality of WSNs, and based on shortcomings of current
studies, it presents a set of guidelines and future directions for design and development of
event detection techniques for WSNs.

Chapter 3 introduces the datasets we use in this thesis for performance evaluation and
training of classifiers. These datasets contain sensory data from real-experiments and have
three levels of difficulties, i.e., easy: fire #1 (small number of event sources), medium: fire
#2 (medium number of event sources), and complex: activity (highly overlapping dataset
for activity recognition. This chapter brings into attention that having a large number of
sensor types (features) in a dataset is not necessarily helpful and a set of most contributing
features needs to be identified in this case. Feature extraction process removes less
significant features and leads to a faster and more accurate event detection.

Chapter 4 elaborates our proposed Al-based supervised event detection approaches. These
approaches are optimized version of decision trees, feed forward neural networks and naive
Bayes, and a new algorithm, called SOM K-means. This chapter also highlights the fact that
internal parameters of these approaches have direct effect on the classification accuracy as
well as time and space complexity. Therefore, the best parameter for each classifier should
be chosen considering the tradeoff between classification accuracy and time and space
complexity. Lastly, performance of the proposed approached is evaluated on the three
datasets presented in Chapter 3 in Matlab® simulation environment.

Chapter 5 explains our proposed Al-based unsupervised event detection approaches. To
enable in-network unsupervised event detection, we optimize the well-known K-means
algorithm to be faster and less resource exhaustive and to be able to detect events without
being trained by label data in a training phase. We evaluate performance of the proposed
approached on the three datasets presented in Chapter 3 in Matlab® simulation
environment. Additionally, in this chapter we conclude that there is still a long way towards
achieving an accurate and fully unsupervised event detection for WSNs. There are a
number of reasons for this including the fact that (i) not knowing both number of events
and their patterns beforehand makes unsupervised learning approaches complicated, and (ii)
finding the semantic of newly detected event autonomously is by no means straightforward.

Chapter 6 reports practical implication of implementing our supervised event detection
techniques on TelosB sensor nodes and provides footprints in terms of code and memory
size as well time and energy consumption required for data processing and communication.
This chapter provides extra evidences on applicability of our proposed approaches to be
executed on sensor nodes.

106




7.2 Research achievements
Our research achievements can be classified into two main categories:

e Achievements related to analysis and optimization of Al-based algorithms for
event detection in wireless sensor networks:

o Advancing Al research by applying it in the domain of event detection in
WSNs and optimizing Al techniques for sensor nodes while fulfilling
requirements of WSNs and meeting concerns such as dealing with
unreliability of sensor nodes, heterogeneity, and adaptability.

o Analyzing applicability of Al-based approaches for WSNs by providing
metrics such as detection accuracy, time and space complexity on three
datasets.

o Proposing two in-network -classification models for running event
detection algorithms to gain the maximum accuracy while meeting
challenges and concerns of WSNs.

o Proposing a new Al-based algorithm for event detection in WSNss.

o Analysis of practical implication of the proposed approaches to go
beyond simulation environment and demonstrate the applicability of the
proposed approaches for WSNs.

e Achievements related to data selection and feature extraction.

o Explaining the need and presenting an approach to identify the most
contributing features for event detection in WSNs to speed up the process
of event detection and make the event detection more accurate.

7.3 Conclusion and lessons learned

Important lessons we have learned during this research can be summarized as the
following:

o Using artificial intelligence (A1) approaches is promising for event detection in
WSNs. This promise can be evaluated by metrics such as event detection accuracy,
time and space complexity and energy consumption of event detection approaches.
In chapters 4-5 we presented our Al-based approaches and demonstrated their
promise for event detection in MATLAB® simulation environment. Chapter 6
provides extra evidences on their applicability to WSNs by reporting footprints of
the approaches being implemented on TelosB sensor nodes.

o  Optimizing of Al approaches for resource constrained sensor nodes is
challenging, but possible. As mentioned through this thesis, Al-based approaches
were originally designed for computer systems where there are plenty of resources
available. Sensor nodes, however, are restricted in their resources. Therefore, the
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standard Al approaches need to be optimized for sensor nodes. The optimization
aims to alleviate time and space complexity of the approaches and to make them
possible to be executed on sensor nodes.

Event detection approaches require a classification model as a carrier determine
where final classification needs to be performed. Detecting events locally by an
individual sensor node or by a group of sensor nodes require a processing model,
which determine how and where the final decision about occurrence of an event is
made. In general, fusion-based event detection approaches provide more accurate
event detection, because data is processed two times, one time on sensor nodes and
one time on the data fuser.

There is no universally accepted best event detection approach which works best
in all circumstances. Accuracy of event detection is somewhat data-dependent.
For example, A well-working event detection approach that can detect fires with
99% may not necessarily detect activities with the same accuracy. Additionally,
there are some features involved in every event detection techniques (e.g., time,
space complexity or energy consumption) that must be taken into consideration for
choosing the right event detection approach. For example, an event detection
approach which is accurate in many applications, may not be fast enough or it may
takes much more space (memory) on sensor nodes. Therefore, there is always a
trade-off between detection accuracy and resource consumption, which needs to be
taken into account and analyzed well before an event detection technique is chosen
for an application.

There is still a long way to be able to detect unknown events accurately in WSNs.
The advantage of using unsupervised learning techniques is that they do not need
training phase and do not need labeled data, while they can find unknown events.
However, as we have shown unsupervised event detections are not as accurate as
supervised event detections in general. Before being fully automated, unsupervised
event detection techniques still require today a number a few human intervention
to find the required parameters of unsupervised learning techniques and to give
“the right” semantic to events.

There are no universally accepted best features (sensor types) contributing most to
the event detection process. The idea of using one single sensor for event detection
is not practical, as the most contributing sensor is algorithm dependent in many
situations (e.g., temperature may be the most contributing sensor for fire detection
using decision trees, while CO is the most contributing sensor for fire detection
using neural networks). Additionally, failure of the most contributing sensor leads
to failure of the event detection process. Therefore, a set of most contributing
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sensors is needed to be chosen using either human expert knowledge or intelligent
feature extraction methods such as genetic algorithm.

Finding the right dataset for event detection is very important and yet challenging.
Designing event detection approaches requires a set of data for evaluation and
possibly training. While datasets play a key role in this regard, finding the right
dataset is challenging and in most cases impossible. Collecting own data is also
possible but time consuming. Therefore, it is best if such data is collected and
made available for academic use.

7.4 Future research directions

Research presented in this thesis can be continued and extended in the following three
directions:

Detection of events by unsupervised learning approaches. Supervised learning
approaches are established in this thesis which are mature enough to detect even
complex events. However, unsupervised learning approaches are still immature for
event detection in WSNs. An unsupervised learning technique that can detect
unknown events accurately and fast and is able to give semantic to events
autonomously is not out there yet. This is a challenging and yet useful research
topic on its own.

Adaptive event detection approaches. Supervised learning approaches can be
improved by making them more adaptive to environment and context. There are
some parameters in supervised learning approaches (e.g., weights in artificial
neural networks) that can be adaptive when (i) the same type of events need to be
detected in another environment, or (ii) a set of different events need to be
detected in the same or another environment. Designing an expert system which
can make supervised event detection adaptive to aforementioned situations is
another futures direction of this study.

Developing event detection approaches which provide meta information related to
evolution of event. Event detection approaches can detect events when and where
they happen, however, as they are now they do not provide meta information
related to evolution of events and when events become normal again. Real-time
analysis and detection of event evolution is another interesting continuation of the
research presented in this thesis.
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